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Abstra
tRandom rotation is one of the 
ommon perturbation approa
hes for priva
y pre-serving data 
lassi�
ation, in whi
h the data matrix is multiplied by a random rotationmatrix before publishing in order to preserve data priva
y. One distin
t advantageof this approa
h is that it 
an maintain the geometri
 properties of the data matrix,so several 
ategories of 
lassi�ers that are based on the geometri
 properties of thedata 
an a
hieve similar a

ura
y on the transformed data as that on the originaldata. In this paper, we generalize this idea to the situation where the data matrixis assumed to be verti
ally partitioned into several submatri
es and held by di�erentowners. Ea
h data holder 
an 
hoose a rotation matrix randomly and independentlyto perturb their individual data. Then they all send the transformed data to a thirdparty, who 
olle
ts all of them and forms a whole data set for data mining or otheranalysis purposes. We show that under su
h a s
heme the geometri
 properties of thedata set is also preserved and thus it 
an maintain the a

ura
y of many 
lassi�ers and
lustering te
hniques applied on the transformed data as on the original data. Exper-iments on two real data sets show that su
h generalization is e�e
tive for verti
allypartitioned data sets.keyword:Priva
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1 Introdu
tionData mining has been a powerful te
hnique in analyzing and utilizing data in today'sinformation-ri
h so
iety. However, priva
y is nowadays a major 
on
ern in data miningappli
ations, whi
h has led to a new resear
h area, priva
y preserving data mining. A largeamount of resear
h work has been devoted to this area, and resulted in su
h te
hniquesas k-anonymity [1℄, data perturbation [2, 3, 4, 5℄, and priva
y preserving distributed datamining [6, 7℄.Data perturbation is one of the 
ommonly used models for priva
y preserving datamining. The data owners 
hange the data values in some way to hide the sensitive in-formation while try to maintain the utility of the data. They publish the distorted datainstead of the original one. Several te
hniques have been proposed for data perturbation,su
h as [2, 3, 4, 5℄.Paper [2℄ proposes a method whi
h adds random noise to the data to preserve thesensitive information while maintaining the distribution of the underlying data and hen
ethe utility of data. This method is vulnerable to brea
h. Several te
hniques have beenproposed to re
onstru
t the original data from the perturbed one, su
h as spe
tral �ltering[8℄, Prin
ipal Component Analysis [9℄. Generally, if we try to preserve more priva
y, wemay have to loss more information. It seems 
ontradi
tory to a
hieve the goal of preservingpriva
y and maintaining the utility of the data.As pointed out in [3℄, the information we try to maintain is spe
i�
 to the data miningtask and the parti
ular model. In [3℄, a random rotation te
hnique is proposed to perturbdata, in whi
h the data matrix will be rotated randomly. This method maintains the geo-metri
 property of the data, and thus will not a�e
t the performan
es of many 
lassi�ers,known as the rotation-invariant 
lassi�ers, whi
h utilize the geometri
 properties of theunderlying data for 
lassi�
ation. So this method 
an preserve the data priva
y withoutany loss of information for spe
i�
 data mining tasks. We will dis
uss this method in moredetail in Se
tion 2.In this paper, we generalize the random rotation te
hniques for verti
ally partitioneddata set. The whole data set is assumed to be verti
ally partitioned into several submatri-
es and held by di�erent data owners. Ea
h owner 
an 
hoose a rotation matrix randomlyand perturb their data set independently. Then they all send the transformed data to athird party, whi
h assembles them into a whole data matrix for data mining. We showthat su
h method will still maintain the geometri
 properties of the data and thus willnot a�e
t the performan
e of rotation-invariant 
lassi�ers and 
lustering te
hniques. Wedis
uss the generalization of random rotation transformation in Se
tion 3. Experimental2



results are presented in Se
tion 4 and the 
on
luding remarks are in
luded in Se
tion 5.2 Random rotation perturbationRandom rotation perturbation is proposed in [3℄ for priva
y preserving data 
lassi�
ation.The basi
 ideas are as following. We represent n obje
ts with m attributes with an n �mmatrix M , whose entries are assumed to be real numbers. We 
an view the matrix Mas n points in an m dimensional spa
e and 
all ea
h obje
t a point 
orrespondingly. Wegenerate anm�m rotation matrix R randomly and multiplyM withR to get the perturbedmatrix P =M �R. This perturbed matrix P is then published for the task of 
lassi�
ation.The priva
y is preserved as the data values of the published matrix P is quite di�erentfrom those of the original matrix M .A rotation matrix R is a matrix whi
h satis�es the following property:R � RT = RT �R = I:Here RT denotes the transpose of R and I is the identity matrix. This property impliesthat both the rows and 
olumns of the matrix are orthonormal, that is, for any row i,mXl=1 r2il = 1and for any two di�erent rows i; j, mXl=1 ril � rjl = 0:Furthermore, for any 
olumn i, mXl=1 r2li = 1and for any two di�erent 
olumns i; j,mXl=1 rli � rlj = 0:One important feature of the rotation transformation is that it maintains length. Letjxj = px � xT represent the length of a row ve
tor x. Sin
e R is a rotation matrix,jx � Rj2 = (x �R) � (x �R)T = x � R �RT � xT = x � xT = jxj2;3



so jx �Rj = jxj. Thus for any pair of points x and y, j(x� y) �Rj = jx� yj. It follows thatthe Eu
lidean distan
e between any two points is maintained. Similarly, the inner produ
tof any two points is also maintained. This 
an be shown below. Let < x; y >= x � yT ,then < x � R; y � R >= x �R � (y � R)T = x � R � RT � y = x � yT =< x; y > :Intuitively, rotation transformation will maintain the geometri
 shape of the data pointsin the multi-dimensional spa
e.In [3℄, the authors de�ned the 
on
ept of \transformation invariant 
lassi�ers". Infor-mally, if a 
lassi�er trained on the transformed data has the same a

ura
y as that trainedon the original data, we say that this 
lassi�
ation is invariant to the transformation. Inparti
ular, if a 
lassi�er is invariant to rotation transformation, we say that it is rotationinvariant. Based on the observation that rotation transformation will not 
hange the geo-metri
 shape of the data points, paper [3℄ identi�es three 
ategories of rotation-invariant
lassi�er: kernel methods (in
luding KNN 
lassi�er), SVM and per
eptrons. Experimentsin Se
tion 5 of [3℄ verify the invarian
e properties of KNN 
lassi�er, SVM 
lassi�er withRBF kernel and per
eptrons.Although not mentioned in paper [3℄, it is 
lear that 
lustering te
hniques whi
h arebased on Eu
lidean distan
e are also invariant to rotation transformation. They 
an
luster transformed data with similar a

ura
y as they 
luster the original data. One su
hexample is the k-means 
lustering.3 Generalized random rotation perturbation for verti
allypartitioned data setsWe 
onsider the situation where the n � m data matrix M is verti
ally partitioned intoseveral disjoint submatri
es, M = (M1;M2; : : : ;Mr), where Mi is an n � mi submatrix,and Pri=1mi = m. Ea
h Mi is held by a di�erent owner i, and all the data holderswill send their individual data to a third party, who 
olle
ts all of them to form a wholematrix M and then do data mining task on it. To preserve priva
y, ea
h owner willperturb their own data independently before publishing. We show that ea
h owner 
anuse random rotation transformation to perturb their data independently while at the sametime maintain the Eu
lidean distan
es and inner produ
ts of data points represented inthe whole data matrix. That is, the data owner i 
an 
hoose an mi �mi rotation matrix Rirandomly and independently and applies rotation transformation to his/her data Mi and4



then release the transformed data Pi =Mi �Ri to the third party. The third party 
olle
tsall the transformed data and forms the whole matrix P = (P1; P2; : : : ; Pr). We prove thatthe Eu
lidean distan
es and inner produ
ts of the points in P are the same as those of the
orresponding points in M . For simpli
ity, we 
onsider that the data matrix is verti
allypartitioned into two parts, that is, r = 2. The results 
an be easily generalized to r > 2.Let x denote the m dimensional row ve
tor of an obje
t in the matrix M . Let x =(x1; x2), where x1 is an m1-dimensional row ve
tor in the submatrix M1 held by owner 1and x2 is anm2-dimensional row ve
tor inM2 held by owner 2. Suppose owner 1 
hooses arandom rotation matrix R1 independently and owner 2 
hooses a random rotation matrixR2 independently. Now the submatrix Mi(i = 1; 2) is transformed into Pi = Mi � Ri,respe
tively. Correspondingly, x1 is transformed into x1 � R1, and x2 into x2 � R2. Nowthe third party has the perturbed matrix (M1 � R1;M2 � R2) and the transformed ve
tor
orresponding to x is (x1 � R1; x2 � R2).We �rst show that the inner produ
t of any two points is preserved. Let x = (x1; x2); y =(y1; y2) be any two row ve
tors. They are transformed into (x1 � R1; x2 � R2) and (y1 �R1; y2 � R2), respe
tively. Then< (x1 � R1; x2 � R2); (y1 �R1; y2 �R2) >= (x1 �R1; x2 �R2) � (y1 �R1; y2 � R2)T= (x1 �R1) � (y1 � R1)T + (x2 � R2) � (y2 � R2)T= x1 � R1 � RT1 � yT1 + x2 � R2 �RT2 � yT2= x1 � yT1 + x2 � yT2= (x1; x2) � (y1; y2)T=< (x1; x2); (y1; y2) >=< x; y >Using the above property, we 
an show that the length of a ve
tor is preserved.j(x1 �R1; x2 �R2)j2=< (x1 � R1; x2 � R2); (x1 � R1; x2 � R2) >=< (x1; x2); (x1; x2) >= j(x1; x2)j2= jxj2:So we have j(x1 � R1; x2 � R2)j = j(x1; x2)j. The distan
e between any two points is also5



preserved as j(x1 �R1; x2 �R2)� (y1 � R1; y2 �R2)j= j(x1 �R1 � y1 � R1; x2 � R2 � y2 �R2)j= j(x1 � y1) � R1; (x2 � y2) � R2j= j(x1 � y1; x2 � y2)j= jx� yj:As with the 
ase where we transform the whole data matrix using only one rotation matrix,when we transform the submatrix using di�erent rotation matrix independently, both thedistan
e and the inner produ
t of any two points are maintained. Hen
e the geometri
properties of data sets are also preserved. So if we use rotation-invariant 
lassi�ers and
lustering te
hniques on the transformed data sets, we 
an get similar a

ura
ies as thoseon the original data sets.4 Experiments4.1 Priva
y Metri
sWe �rst dis
uss brie
y the priva
y metri
s used in the experiments for evaluating thepriva
y quality of the data perturbation approa
hes [3℄. Let Y be a random variable,whi
h represents a 
olumn of the data matrix, Y 0 be the perturbed result of Y . Let Dbe the di�eren
e between Y 0 and Y , i.e., D = Y 0 � Y , and we denote its expe
tation andstandard deviation by E[D℄ and �, respe
tively. Let 
 be some 
onstant. Using ChebyshevInequality, we know that for a perturbed value y0, the original value y is lo
ated in therange [y0�E[D℄� 
; y0�E[D℄+ 
℄ with probability at least (1�1=
2) [3, 10℄. If the lengthof the interval 2
� is big, it is more diÆ
ult to estimate the original value. So in [3℄, thestandard deviation of D, �, is used as the priva
y metri
 for a single 
olumn perturbation.To evaluate the priva
y quality of multi-
olumn perturbation, [3℄ �rst normalizes ea
h
olumn Yi by Ysi = Yi �min(Yi)max(Yi)�min(Yi)so that Yi is s
aled to the range [0; 1℄. Then the normalized data Ysi is perturbed to Y 0si.Let D0i = Y 0si�Ysi. The standard deviation of D0i, instead of Di, is used as priva
y metri
.Now we have one priva
y level pi for ea
h 
olumn. Suppose that a weight of importan
ewi is assigned to ea
h 
olumn i su
h that Pmi=1wi = 1. The minimum priva
y guarantee6



is de�ned as �1 = mini � piwi�and the average priva
y guarantee is de�ned as�2 = 1m mXi=1 piwi :If we treat the priva
y of ea
h 
olumn equally important, we may ex
lude the weights inthe de�nition and de�ne the minimum priva
y guarantee as�1 = mini fpigand the average priva
y guarantee as�2 = 1m mXi=1 pi:4.2 Experimental ResultsWe test the generalized random rotation perturbation approa
hes using k-means 
lusteringand SVM on two data sets from UCI repository [11℄. We use Kmeans fun
tion in MATLABsoftware for 
lustering. The SVM software is downloaded from http://svmlight.joa
hims.org/.We use ten folds for 
lassi�
ation, and run the SVM using the default setting. In the ex-periments, whenever we try to perturb a (sub)matrix, we 
hoose 100 rotation matri
esrandomly and sele
t the one with the largest minimum priva
y guarantee to perturb thedata (sub)matrix. We denote minimum priva
y guarantee by Lmin and the average priva
yguarantee by Lave. We treat the priva
y of ea
h 
olumn equally important and use�1 = mini fpigto 
al
ulate Lmin, and �2 = 1m mXi=1 pifor Lave.The �rst data set is Wis
onsin Breast Can
er, denoted by WBC below, whi
h has 9attributes. We verti
ally partition this data set into two submatri
es, WBC = (WBC-1,WBC-2), where WBC-1 
onsists of the �rst 5 attributes and WBC-2 of the remaining 4attributes. We perturb ea
h submatrix using di�erent random rotation matri
es indepen-7



Priva
y Level WBC-1 WBC-2 WBCLmin 0.40 0.39 0.39Lave 0.53 0.54 0.53Table 1: Priva
y level of WBC datasetPriva
y Level IONO-1 IONO-2 IONO-3 IONOLmin 0.30 0.34 0.33 0.30Lave 0.38 0.45 0.41 0.42Table 2: Priva
y level of Ionosphere datasetdently and then assemble these two transformed submatri
es into one matrix. The priva
yqualities of the perturbed matri
es WBC-1, WBC-2 and WBC are presented in Table 1.We 
lassify and 
luster the transformed matrix using SVM and k-means and 
ompare theresults with the ones we get on the original data set. The a

ura
ies of 
lassi�
ation and
lustering are presented in Table 3.The other data set is Ionosphere, denoted by IONO below, whi
h has 34 attributes. Weverti
ally partition it into 3 submatri
es, IONO =(IONO-1, IONO-2, IONO-3),whi
h have12, 11 and 11 attributes respe
tively. We randomly rotate ea
h submatrix independentlyand then assemble them together. We present the priva
y qualities of the perturbed sub-matri
es and the whole matrix in Table 2. The 
omparison of 
lassi�
ation and 
lusteringon the transformed data set with those on the original one are presented in Table 3.As dis
ussed in se
tion4.1, the priva
y level is 
al
ulated over the normalized matrix.Note that the priva
y level is the standard deviation of D = Y �Y 0 and that the values ofthe entries in the normalized matrix are within the range [0,1℄. So the results in Tables 1and 2 indi
ates that the priva
y of the assembled data and the partitioned data is wellpreserved. Also note that the minimum priva
y guarantee of the assembled matrix is theminimum of the minimum priva
y guarantees of its submatri
es as the minimum priva
yguarantee of a perturbed matrix is de�ned as the minimum of all its 
olumns. And if weassign the number of attributes to ea
h submatrix as its weight, the average priva
y levelof the whole matrix is the weighted average of the average priva
y level of its submatri
es.The results in Table 3 show that there is no 
hange in the a

ura
y of the 
lassi�
ationand 
lustering results with respe
t to both data sets.Note that, although in Table 3 the a

ura
ies of 
lassi�
ation and 
lustering on thetransformed data set are exa
tly the same as those on the original one, they may be slightlydi�erent in pra
ti
e due to some other fa
tors, su
h as the di�erent initial guess of the
lustering 
enters in the k-means 
lustering, and the numeri
al rounding errors 
aused bythe rotation matrix multipli
ation. 8



Data Sets SVM on Orig-inal Matrix SVM on Trans-formed Matrix k-means onOriginal Matrix k-means on Trans-formed MatrixWBC 96.7% 96.7% 96.0% 96.0%IONO 84.5% 84.5% 71.2% 71.2%Table 3: A

ura
y of 
lassi�
ation and 
lustering on data sets WBC and Ionosphere5 Con
lusionRandom rotation is one of the popular approa
hes for data perturbation. It 
an preservethe data priva
y without a�e
ting the a

ura
y for rotation-invariant 
lassi�ers and 
lus-tering. We generalize this idea for verti
ally partitioned data sets. We rotate ea
h subma-trix randomly and independently and prove that it will preserve the geometri
 propertiesof the data matrix and thus the rotation-invariant 
lassi�er and 
lustering te
hniques willa
hieve similar a

ura
y on the transformed data as on the original data. Experiments ontwo real data sets show that this generalization is e�e
tive for verti
ally partitioned datasets. We note that su
h generalization only works for verti
ally partitioned data sets, butnot for horizontally partitioned data sets.Referen
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