Generalized Random Rotation Perturbation for Vertically

Partitioned Data Sets *

Zhenmin Lin, Jie Wang, Lian Liu, Jun Zhang!
Laboratory for High Performance Scientific Computing and Computer Simulation,
Department of Computer Science, University of Kentucky,
Lexington, KY 40506 0046, USA

July 7, 2008

Abstract

Random rotation is one of the common perturbation approaches for privacy pre-
serving data classification, in which the data matrix is multiplied by a random rotation
matrix before publishing in order to preserve data privacy. One distinct advantage
of this approach is that it can maintain the geometric properties of the data matrix,
so several categories of classifiers that are based on the geometric properties of the
data can achieve similar accuracy on the transformed data as that on the original
data. In this paper, we generalize this idea to the situation where the data matrix
is assumed to be vertically partitioned into several submatrices and held by different
owners. Each data holder can choose a rotation matrix randomly and independently
to perturb their individual data. Then they all send the transformed data to a third
party, who collects all of them and forms a whole data set for data mining or other
analysis purposes. We show that under such a scheme the geometric properties of the
data set is also preserved and thus it can maintain the accuracy of many classifiers and
clustering techniques applied on the transformed data as on the original data. Exper-
iments on two real data sets show that such generalization is effective for vertically

partitioned data sets.
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1 Introduction

Data mining has been a powerful technique in analyzing and utilizing data in today’s
information-rich society. However, privacy is nowadays a major concern in data mining
applications, which has led to a new research area, privacy preserving data mining. A large
amount of research work has been devoted to this area, and resulted in such techniques
as k-anonymity [1], data perturbation [2, 3, 4, 5], and privacy preserving distributed data
mining [6, 7].

Data perturbation is one of the commonly used models for privacy preserving data
mining. The data owners change the data values in some way to hide the sensitive in-
formation while try to maintain the utility of the data. They publish the distorted data
instead of the original one. Several techniques have been proposed for data perturbation,
such as [2, 3, 4, 5].

Paper [2] proposes a method which adds random noise to the data to preserve the
sensitive information while maintaining the distribution of the underlying data and hence
the utility of data. This method is vulnerable to breach. Several techniques have been
proposed to reconstruct the original data from the perturbed one, such as spectral filtering
[8], Principal Component Analysis [9]. Generally, if we try to preserve more privacy, we
may have to loss more information. It seems contradictory to achieve the goal of preserving

privacy and maintaining the utility of the data.

As pointed out in [3], the information we try to maintain is specific to the data mining
task and the particular model. In [3], a random rotation technique is proposed to perturb
data, in which the data matrix will be rotated randomly. This method maintains the geo-
metric property of the data, and thus will not affect the performances of many classifiers,
known as the rotation-invariant classifiers, which utilize the geometric properties of the
underlying data for classification. So this method can preserve the data privacy without
any loss of information for specific data mining tasks. We will discuss this method in more

detail in Section 2.

In this paper, we generalize the random rotation techniques for vertically partitioned
data set. The whole data set is assumed to be vertically partitioned into several submatri-
ces and held by different data owners. Each owner can choose a rotation matrix randomly
and perturb their data set independently. Then they all send the transformed data to a
third party, which assembles them into a whole data matrix for data mining. We show
that such method will still maintain the geometric properties of the data and thus will
not affect the performance of rotation-invariant classifiers and clustering techniques. We

discuss the generalization of random rotation transformation in Section 3. Experimental



results are presented in Section 4 and the concluding remarks are included in Section 5.

2 Random rotation perturbation

Random rotation perturbation is proposed in [3] for privacy preserving data classification.
The basic ideas are as following. We represent n objects with m attributes with an nxm
matrix M, whose entries are assumed to be real numbers. We can view the matrix M
as n points in an m dimensional space and call each object a point correspondingly. We
generate an mx*m rotation matrix R randomly and multiply M with R to get the perturbed
matrix P = M xR. This perturbed matrix P is then published for the task of classification.
The privacy is preserved as the data values of the published matrix P is quite different

from those of the original matrix M.

A rotation matrix R is a matrix which satisfies the following property:
R+xR"=R"+xR=1.

Here R” denotes the transpose of R and I is the identity matrix. This property implies

that both the rows and columns of the matrix are orthonormal, that is, for any row ¢,
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One important feature of the rotation transformation is that it maintains length. Let

|z| = V& x T represent the length of a row vector z. Since R is a rotation matrix,

zxR?>=(z*R)*(z*R)T =z« R+« RT x 2T =z x2T = |z,



so |z x R| = |z|. Thus for any pair of points z and y, |(z —y) * R| = |z —y|. It follows that
the Euclidean distance between any two points is maintained. Similarly, the inner product
of any two points is also maintained. This can be shown below. Let < z,y >= z * y7,
then

<zxRysR>=z+xRx(yxR) T =z+R+R T sy=axy =<z, y>.

Intuitively, rotation transformation will maintain the geometric shape of the data points

in the multi-dimensional space.

In [3], the authors defined the concept of “transformation invariant classifiers”. Infor-
mally, if a classifier trained on the transformed data has the same accuracy as that trained
on the original data, we say that this classification is invariant to the transformation. In
particular, if a classifier is invariant to rotation transformation, we say that it is rotation
invariant. Based on the observation that rotation transformation will not change the geo-
metric shape of the data points, paper [3] identifies three categories of rotation-invariant
classifier: kernel methods (including KNN classifier), SVM and perceptrons. Experiments
in Section 5 of [3] verify the invariance properties of KNN classifier, SVM classifier with
RBF kernel and perceptrons.

Although not mentioned in paper [3], it is clear that clustering techniques which are
based on Euclidean distance are also invariant to rotation transformation. They can
cluster transformed data with similar accuracy as they cluster the original data. One such

example is the k-means clustering.

3 Generalized random rotation perturbation for vertically

partitioned data sets

We consider the situation where the n x m data matrix M is vertically partitioned into
several disjoint submatrices, M = (My, Ms,..., M,), where M; is an n * m; submatrix,
and >.;_;m; = m. Each M; is held by a different owner 4, and all the data holders
will send their individual data to a third party, who collects all of them to form a whole
matrix M and then do data mining task on it. To preserve privacy, each owner will
perturb their own data independently before publishing. We show that each owner can
use random rotation transformation to perturb their data independently while at the same
time maintain the FKuclidean distances and inner products of data points represented in
the whole data matrix. That is, the data owner ¢ can choose an m; *xm; rotation matrix R;

randomly and independently and applies rotation transformation to his/her data M; and



then release the transformed data P; = M; * R; to the third party. The third party collects
all the transformed data and forms the whole matrix P = (P, Ps,..., P.). We prove that
the Euclidean distances and inner products of the points in P are the same as those of the
corresponding points in M. For simplicity, we consider that the data matrix is vertically

partitioned into two parts, that is, r = 2. The results can be easily generalized to r > 2.

Let z denote the m dimensional row vector of an object in the matrix M. Let z =
(z1,22), where z1 is an m-dimensional row vector in the submatrix M; held by owner 1
and x9 is an ma-dimensional row vector in M5 held by owner 2. Suppose owner 1 chooses a
random rotation matrix R; independently and owner 2 chooses a random rotation matrix
R5 independently. Now the submatrix M;(i = 1,2) is transformed into P; = M; * R;,
respectively. Correspondingly, z; is transformed into z; * Ry, and z5 into x5 * Ry. Now
the third party has the perturbed matrix (M; * R1, My x Rg) and the transformed vector

corresponding to z is (21 * Ry, 9 * Ra).

We first show that the inner product of any two points is preserved. Let z = (z1,22),y =
(y1,y2) be any two row vectors. They are transformed into (z1 * Ry, z2 *x R2) and (y1 *

R1,ys * Ry), respectively. Then

< (1 * R1,x2 * Ra), (y1 * R1,y2 * Ra) >
= (@1 % Ry, o * Ry) * (y1 * Ry, yz * Ry)T
= (21 % Ry) * (y1 * R1)T + (zo * Ry) * (yo * Ro)™
=1 % Ry« RT %yl + 29« Ry« RY x 42
:ml*yr{—i—mg*yg
= (@1, 2) * (yl,yQ)T
=< (z1,%2), (y1,y2) >
=<z,y >

Using the above property, we can show that the length of a vector is preserved.

|(zq *Rl,xz*R2)|2
=< (z1 * Ry, 22 * Ra), (21 * Ry, z2 * Ry) >

=< (21, 22), (%1, 22) >

So we have |(z1 * R1,x2 * Rg)| = |(z1,22)|- The distance between any two points is also



preserved as

[(z1 % Ry, w2 % Ra) — (y1 * R1,y2 * Ry)|
|
|

=[(z1 — y1, 22 — y2)|

x1 xRy — y1 % Ry, 22 % Ry — y2 * Ry)|

(
(

z1 —y1) * Ry, (22 — y2) * Ro

= |z —yl.

As with the case where we transform the whole data matrix using only one rotation matrix,
when we transform the submatrix using different rotation matrix independently, both the
distance and the inner product of any two points are maintained. Hence the geometric
properties of data sets are also preserved. So if we use rotation-invariant classifiers and
clustering techniques on the transformed data sets, we can get similar accuracies as those

on the original data sets.

4 Experiments

4.1 Privacy Metrics

We first discuss briefly the privacy metrics used in the experiments for evaluating the
privacy quality of the data perturbation approaches [3]. Let Y be a random variable,
which represents a column of the data matrix, Y’ be the perturbed result of Y. Let D
be the difference between Y’ and Y, i.e., D =Y’ — Y, and we denote its expectation and
standard deviation by E[D] and o, respectively. Let ¢ be some constant. Using Chebyshev
Inequality, we know that for a perturbed value y’, the original value y is located in the
range [y’ — E[D] — ¢,y — E[D] + c] with probability at least (1 —1/c?) [3, 10]. If the length
of the interval 2co is big, it is more difficult to estimate the original value. So in [3], the

standard deviation of D, o, is used as the privacy metric for a single column perturbation.

To evaluate the privacy quality of multi-column perturbation, [3] first normalizes each

column Y; by v n(¥:)
5 — mMin{x;

Yii =
" max(Y;) — min(Y;)

so that Y; is scaled to the range [0,1]. Then the normalized data Yj; is perturbed to Y.
Let D} =Y/, — Y. The standard deviation of D}, instead of D;, is used as privacy metric.
Now we have one privacy level p; for each column. Suppose that a weight of importance

w; is assigned to each column 7 such that > " ; w; = 1. The minimum privacy guarantee



is defined as

7 (1Y

and the average privacy guarantee is defined as
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If we treat the privacy of each column equally important, we may exclude the weights in

the definition and define the minimum privacy guarantee as
¢1 = min{p;}

and the average privacy guarantee as
1 m
¢o = m z;pz
1=

4.2 Experimental Results

We test the generalized random rotation perturbation approaches using k-means clustering
and SVM on two data sets from UCI repository [11]. We use Kmeans function in MATLAB
software for clustering. The SVM software is downloaded from http://svmlight.joachims.org/.
We use ten folds for classification, and run the SVM using the default setting. In the ex-
periments, whenever we try to perturb a (sub)matrix, we choose 100 rotation matrices
randomly and select the one with the largest minimum privacy guarantee to perturb the
data (sub)matrix. We denote minimum privacy guarantee by L,,;, and the average privacy

guarantee by L,,.. We treat the privacy of each column equally important and use
$1 = min{pi}
to calculate L,,;,, and
1 m
¢ = m Zpi
=1
for Lgye.

The first data set is Wisconsin Breast Cancer, denoted by WBC below, which has 9
attributes. We vertically partition this data set into two submatrices, WBC = (WBC-1,
WBC-2), where WBC-1 consists of the first 5 attributes and WBC-2 of the remaining 4

attributes. We perturb each submatrix using different random rotation matrices indepen-



Privacy Level | WBC-1 WBC-2 WBC
Lyin 0.40 0.39 0.39
Lyye 0.53 0.54 0.53

Table 1: Privacy level of WBC dataset

Privacy Level | IONO-1 | IONO-2 | IONO-3 | IONO
Lnin 0.30 0.34 0.33 0.30
Lgye 0.38 0.45 0.41 0.42

Table 2: Privacy level of Ionosphere dataset

dently and then assemble these two transformed submatrices into one matrix. The privacy
qualities of the perturbed matrices WBC-1, WBC-2 and WBC are presented in Table 1.
We classify and cluster the transformed matrix using SVM and k-means and compare the
results with the ones we get on the original data set. The accuracies of classification and

clustering are presented in Table 3.

The other data set is Ionosphere, denoted by IONO below, which has 34 attributes. We
vertically partition it into 3 submatrices, IONO =(IONO-1, IONO-2, IONO-3),which have
12, 11 and 11 attributes respectively. We randomly rotate each submatrix independently
and then assemble them together. We present the privacy qualities of the perturbed sub-
matrices and the whole matrix in Table 2. The comparison of classification and clustering

on the transformed data set with those on the original one are presented in Table 3.

As discussed in section4.1, the privacy level is calculated over the normalized matrix.
Note that the privacy level is the standard deviation of D =Y —Y” and that the values of
the entries in the normalized matrix are within the range [0,1]. So the results in Tables 1
and 2 indicates that the privacy of the assembled data and the partitioned data is well
preserved. Also note that the minimum privacy guarantee of the assembled matrix is the
minimum of the minimum privacy guarantees of its submatrices as the minimum privacy
guarantee of a perturbed matrix is defined as the minimum of all its columns. And if we
assign the number of attributes to each submatrix as its weight, the average privacy level
of the whole matrix is the weighted average of the average privacy level of its submatrices.
The results in Table 3 show that there is no change in the accuracy of the classification

and clustering results with respect to both data sets.

Note that, although in Table 3 the accuracies of classification and clustering on the
transformed data set are exactly the same as those on the original one, they may be slightly
different in practice due to some other factors, such as the different initial guess of the
clustering centers in the k-means clustering, and the numerical rounding errors caused by

the rotation matrix multiplication.



Data Sets | SVM on Orig- | SVM on Trans- | k-means on k-means on Trans-
inal Matrix formed Matrix | Original Matrix | formed Matrix
WBC 96.7% 96.7% 96.0% 96.0%
IONO 84.5% 84.5% 71.2% 71.2%

Table 3: Accuracy of classification and clustering on data sets WBC and Ionosphere

5 Conclusion

Random rotation is one of the popular approaches for data perturbation. It can preserve
the data privacy without affecting the accuracy for rotation-invariant classifiers and clus-
tering. We generalize this idea for vertically partitioned data sets. We rotate each subma-
trix randomly and independently and prove that it will preserve the geometric properties
of the data matrix and thus the rotation-invariant classifier and clustering techniques will
achieve similar accuracy on the transformed data as on the original data. Experiments on
two real data sets show that this generalization is effective for vertically partitioned data
sets. We note that such generalization only works for vertically partitioned data sets, but

not for horizontally partitioned data sets.
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