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Abstract— With the development of emerging social networks, ogists [14], [17], sociologists [18], zoologists [5], [8], [19], to
such as Facebook and MySpace, security and privacy threats jntelligence communities (terrorism networks) [3], and much
arising from social network analysis bring a risk of disclosure of e “Much progress has been made in degree distribution (the

confidential knowledge when the social network data is shared -
or made public. In addition to the current social network degree of a node tells how many edges connect this node to

anonymity de-identification techniques, we study a situation, such Other ones), network t0p0.|09y (isomorphism), growth models
as in business transaction networks or intelligence communities (network temporal attraction to new members), small-world

(terrorist networks), in which the network edges (transaction effect (the average shortest path length for social networks
cost or terrorist contact frequency) as well as the corresponding is empirically small), community identification (functional

weights are considered to be private. We consider preservin . . .
weights (data privacy) of somepedges, while trying tc? preservg group transformation), etc. With the continuous development

close shortest path lengths and exactly the same shortest pathsOf social network applications, the need to protect confiden-
(data utility) of some pairs of nodes. We develop two privacy- tial, sensitive, and security information from being disclosed
preserving strategies for this application. The first strategy is should be considered.

based on a Gaussian randomization multiplication, and the Some researchers have already studied problems in privacy

second one is a greedy perturbation algorithm which is based - .
on the graph theory. Especially, the second strategy can not only preserving social networks. Most of them focus on the de-

keep a close shortest path length and exactly the same shortestidentification process to protect the privacy about explicit
path for certain selected paths, but also maximize the weight individuals while preserving the patterns between small com-

privacy preservation, demonstrated by our mathematical analysis munities [11], [25], [26]. In their work, social networks to be
and experiments. preserved are given as unweighted graphs in which links are
just a relationship without other meanings.

In fact, edge weights, reflecting affinity between two nodes

A social network is a special graph structure made @f many cases, relate the expenses or frequency between two
entities and connections between these entities. These entif@ssons or similarity between two organizations. The edge
or nodes, are abstract representations of either individualsweights in the network are more realistically assigned on a
organizations that are connected by one or more attributpsactical scale. For example, in a protein interaction network
The connections, or edges, denote relationships or interacti¢h®], the weight, called the interaction strength, represents the
between these nodes. Connections can be used to reprepestiability that two proteins have a synergistic interaction.
financial exchange, friend relationships, conflict likelihood, A more realistic example is the business network, in which
web links, sexual relationships, disease transmission (epidethie edge probably denotes the transaction expenses according
ology), etc. Although studying social networks has wide applie some measures (such as per month, per person or per
cations and attracted more and more attentions in recent yetiemsaction) between the two linked companies [24]. Due to
we still face the challenge of achieving a reasonable tradetife competition between companies, most managers may not
between securing the confidential information associated wlitle willing to disclose the true transaction expenses to their
the social networks and maximizing the benefits from the tlalversaries (otherwise, their adversaries probably reduce the
social network analysis. These threats against privacy of thaotation below the price in a secret bidding competition).
social networks promote us to develop social network priva¢yence, they would like to perturb their transaction expenses
oriented -preserving techniques. (edge weights) before publication of related social networks.

Recently, social networks have been an undoubted hotspait, at the same time, some global and local utilities, such
in data mining communities since advances in computer aad the shortest paths and the corresponding lengths, of social
network have made it easy to gather and collect data basednetworks are probably desired to be maintained for future
different persons and organizations, ranging from epidemia@nalysis. In a business example, for example, Company A
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wants to purchase some products or services, in the futueephasize the protection of social entity’s identification via
from Company D which is not possible to directly access eade-identification techniques [21]. For example, Hay et al.
other due to some trade barriers. Company A needs chofkg] and Zhou et al. [26] presented a framework to add and
some trade intermediate agents who have the most competitiedete some unweighted edges in social networks to prevent
path (the shortest path of price) between themselves aaithckers from accurately re-identifying the nodes based on
Company D (maybe these agents need other agents to conbackground information about the neighborhood. Read et al.
Company D). If the edges of the business social networKs7] and Rogers [18] theoretically defined a family of attacks
are perturbed but the shortest paths (and the correspondiaged on random graph theory and link mining prospect. They
lengths) are well preserved, Company A may be able to mafikest added some distinguishable nodes into the social network
an intelligent decision based on this privacy-preserved sockmfore it is collected and published, and after that they used the
networks. known added nodes to differentiate the original graph patterns.
In addition to the above example of the shortest path utilit¢heleva et al. [25] proposed a model in which nodes are not
the shortest path is important to be preserved in a sociabeled but edges are labeled which are sensitive and should
network for the following reasons. 1), Previous work is mostlige hidden. They hid and removed some edges based on edge
on the unweighted graph. Their work is mostly focused aglustering techniques.
de-identification of nodes or edges. 2), The weighted graphThe above methods all focus on preserving either node or
is quite popular. One of the things people care about in theslge privacy. In this paper, we emphasize edge weight privacy.
type of graphs is the shortest path between every pair Data owners may not want to release the exact weight of each
nodes. The shortest path is a major data utility which hasige, but would like to keep the shortest paths of a set of
a wide application such as physical location search in GlBpdes and the lengths of the corresponding shortest paths as
min-delay path problem in telecommunications midset, anshperturbed as possible, for the data analysis purpose.
optimal Analog circuits in VLSI (very large scale integration).
3), In essence, a weighted graph is a generalization of the [1l. EDGE WEIGHT PERTURBATION

unweighted graph. Our algorithms might be generalized an . . .
extended to unweighted graph cases. OIThere exist a variety of social networks. Some of them are

So. in this paper, we consider preserving weights (da lynamic in which a social network will develop continuously

. : . and its structure may become very large and unpredictable.
privacy) of some edges, while trying to preserve close short . . :
..The other ones are static which may not change dramatically
path lengths and exactly the same shortest paths (data ut|I= rY

of some pairs of nodes without adding or deleting any edgea short periqd_time. . . .
and node Due to the difficulty of collecting global information about

The remaining parts of this paper are arranged as foIIov&Q.e social networks in the first category, we develop a Gaussian

A brief introduction to the related work and some popular da{gndomlzatloq multlpll'catlc.)n technique which does not need
g_ny network information in advance. On the other hand, a

perturbation techniques are in Section Il. Two edge privacy: . 1 network is th that v obtai

preserving strategies and our theoretical analyses are prese {ghic social network is the one that we may easily obtain
in Section Ill. Experimental results are listed and discussed 7€ ul structural mformanon such as thg existing shortegt paths
Section IV. Finally a brief conclusion is given in Section V. and the. corresponding path lengths in ad\{ance. With t.h|s
information, we can develop a useful edge weight perturbation

Il. RELATED WORK strategy based on a greedy perturbation algorithm to achieve

In privacy-preserving data mining, various techniques haY&’ goa!. , ) )
been developed to maintain the data utility without disclosin We_glve some notations abogt our strat_eg|es at f|rs_t, a_nd
the original data and guarantee that the data mining analy&]€n introduce our two strategies, Gaussian randomization
results are as close to those based on the original data as pdagftiPlication and greedy perturbation algorithm, which serve
ble. Generally, among various privacy-preserving data mini erenF purposes. The Gaussian method mainly fpcgses on
and analysis techniques, we mention two main categori@€Serving the length of perturbed shortest paths within some
Methods in the first category modify data mining algorithms ggPundaries of the original ones but not guaranteeing the same
that they allow data mining operations on distributed datas&i&0rtest path after perturbation in a dynamic environment.
without knowing the exact values of the data or without dired"® adyantage; of the greedy-perturbatmn algorithm over the
access to the original datasets. Methods in the other categ sstan algorlthm_ are that |t.c.an keep the same shortest
perturb the values of the datasets to protect privacy of tR&th after perturbation as the original shortest path before the
data values. These methods are designed to perturb the witEurbation, in addition to keep the shortest path length close
dataset or the confidential parts of the dataset using matfthat of the original one.
decomposition or signal processing techniques [2], [13], [15], .
[22], [23] and randomization addition [6], [16]. - Notation

In social networks, the data is not meaningfully representedA social network in this paper is defined as an undirected
by a tabular or matrix. Hence, most people do not used weighted graptr={V, E, W}. Figure 1 is a simple social
traditional matrix-based algorithm to preserve privacy. Thayetwork. The nodes of the grapii, may denote meaningful



Hence, our assumption at the beginning of the proof is incor-
rect. Namely, there does not exist such a perfect perturbation
schema. ]

Gaussian randomization multiplication strategy. We as-

sume thal?’ is annxn matrix whose entries are either weights

if two nodes have a link obo otherwise.W is called the

adjacency weight matrix of the gragh. W* is the perturbed

Fig. 1. A simple social networks adjacency weight matrix with the same dimension after our

schema. N(@;?) stands for am xn symmetric Gaussian noise
matrix with the meaf and the standard deviation. We define

entities from the real world such as individuals, organs, orge perturbed weight of each edge as

nizations, communities, and so on (in Figurd/E{vy, v, vs, . o

. . : w; ;i =w; j(1—x;5), ,j=1,..,n

v4, Us, U6 }). F is the set of all undirected but weighted edges. J

The edge weight between nodand nodej is w; ; (the value Herez; ; is a randomly generated number from the Gaus-

beside an edge is the weight in Figure 1). &l ; compose the sian distributionN (0, 02). The Gaussian-perturbed version of

setW. The cardinalities of” and E, ||V'|| and ||E|, are the the graphG in Figure 1 is shown in Figure 2. Here, the sym-

number of nodes and edges in this social network, respectivetyetric Gaussian noise matrix is generated frof0,0.152)

(in the example||V||=6 and|| E||=9). We assume that=||V'||, (0=0.15).

m=| E||. Since the graphG is undirected,w; ; is equal to  The reasons why we chose the Gaussian randomization

wj,;. SO the adjacency weight matrix af is symmetric. multiplication strategy are as follows. 1). It is very easy to

Although the following perturbation strategies are all based égmplement in practice. 2). Due to the dynamic evolution nature

the undirected graph and symmetric adjacency weight matref, social networks, it is very hard or costly to collect all

they can be easily modified with respect to directed graphs agidbal information in advance in a huge and dynamic social

the corresponding nonsymmetric adjacency weight matricemetwork. In particular, in an evolutionary environment, some

Letw; ; be the perturbed weight of the edge between nod@odes or edges in the future will emerge and be added to the

and nodeg di,; andd; ; be the shortest path lengths betweeourrent network, in which the collection of the current state

node: and nodej before and after a perturbation strategyill probably be totally changed after these insertions. So it is

respectivelyp; ; andp; ; be the shortest paths between nodenpossible or not very useful to collect comprehensive global

+ and node;j before and after a perturbation strategy. information at a given time for later analysis.
We can reconstruct the perturbed grapgre{V*, E*, WW*}.
B. Gaussian Randomization Multiplication Itis clear that the above Gaussian randomization multiplication

strategy does not change the structure of the original graph.
amely, V=V*, E=E*. The only difference betwee& and
is the weights.

In this section, we describe some preliminaries and t
intuition behind our edge weight perturbation strategy in
social network represented as an undirected but welghted
graph without loops and multiedges.

Proposition 1. There does not exist a perturbation schema
such that every edge weight is perturbed but the length of the
shortest paths between every pair of nodes are preserved.

Proof: By contradiction.
Let € kyr €ky ko +or €hn_q.kns €ky,,; D€ the shortest path
between node and node;j (their corresponding weights are
Wikys Why ko oo Why_y ks Why,j)- WE assume that there is a Fig. 2. The perturbed social netwot®* of G in Figure 1
perfect perturbation strategy which perturbs each edge weight
but preserves every node pair's shortest path length. ObviouslyFigures 1 and 2 are obviously simple static social networks
the pathe; , , i .. €k, , &, IS the shortest path betweenrather than a dynamic one, and we only use them as an
nodes: and k;, which can be easily proved by contradictiorillustration of our ideas and algorithms. In Figure 2, all values
(subpaths of the shortest paths are the shortest paths, seeopp* and E* are clearly the same as those ¥éfand E in

519 of [4]), andd; x,=d; ,, . It follows that Figure 1. The only difference betweétt andG in our figures
is the numbers corresponding to the weights.
dij = dip, +wg, For most paths in the network, using Gaussian randomiza-
= dik, +wy, ; tion multiplication will keep a perturbed shortest path length
£ digy + Wk, plose to the original one within a small rangk;, as shown
in Theorem 2.

= di



Theorem 2. In the Gaussian randomization multiplication0.33 which is more than® In other words, in the totally 15
strategy, shortest paths (due to the symmetsy, andp,; are counted

5 — di n only once), the lengths of 14 perturbed shortest paths are in
Pr (”7” < na) > erf (—) , for every different, jthe range ¢; ;(1-20), d; ;(1+20)] with the length of just one

di;j V2 perturbed shortest pathy; 5, being outside the range. The ratio

of perturbed shortest path lengths falling within the range is
| —di | Vo . ~ 14/15=93% which is consistent with our mathematical analysis
of Jdi]’ being smaller thamo. erf(A) is the Gaussian in Theorem 2.
error function.d; ; = w; x, + Wiy ky + ... + Wk, 5, @Ndx; 5 IS
a randomly generated number from the Gaussian distributi@orollary 3. If the ratio of difference between the shortest
N(0,02). Let u=max(|z; ;|). According to our perturbation path length and the second shortest path length to the shortest
strategy, we have path length is greater thar2o, the shortest path is highly
possible to be preserved after our Gaussian randomization

Proof: Pr (ldji;d’l < na) is the probability function
oy

Wik = Wik * (L= Tiky), multiplication strategy. Hereg is the parameter of the Gaus-
Wi ks = Wiiks *(1— 2k k), sian noise matrix N(G;2).
* _ According to the Corollary 3, in the case of a good choice
Wi j = Whyy* (1= T, ).
h of o, for examples € [0.1, 0.2], we could preserve not only
Sum up the above equations, a very accurate shortest path length between certain pairs,
di; > dij*(1—u), but also exactly the same shortest path after our perturbation
dij—dij > —dij*u, strategy.
dij—di; < dij*u, Comparing Figure 1 to Figure 2 again, all perturbed shortest
|t — di paths, exce_pp;s, pi 5 andpj ¢, are identical with the original
a4 < (1) ones. In this example, all the three shortest paths have two
i,J

different paths of equal lengthpy;=(3 — 5) or 3 — 2 — 5),
Take the probability function on both side of Inequality (1)) =4 — 5) or (@ — 2 — 5), p} ;=(4 — 6) or (@ — 5 — 6)),

we obtain the second of these is different from the corresponding original
T~ digl ones. Therefore we consider their perturbed shortest paths are
Pr di.) <no)| < Pr(u<no). (2)  changed even one of their perturbed shortest paths is the same

. . . o as that of the original one.
According to [20], in a Gaussian distribution: (is the

maximum value of the absolute numbers generated from alhe original shortest path length betwees and vs in

Gaussian distribution), Pr(< no) < erf(%). So, Inequality Figure 1 is 11 § — 2 — 5) and the original second shortest
(2) extends to: 2 path length is 13 Y — 5). Its ratio of difference between

the shortest path length and the original second shortest path
length to the shortest path length is (13-11)/11=0.18 which

Pr <d”7d”| < na) < Pr(u < no) is not greater than® so the perturbed shortest path may be
dij changed after the Gaussian strategy (actually, in our example,
< of (i) (3) Pis has two different paths which are not considered to
- V2 be the exactly preserved in comparison to the origing

m according to our above statement). By contrast, The original

We note that the path in guestion is not required to be tgortest path length between and vs in Figure 1 is 21
shortest length path, and it could be any path between the ti#o— 2 — 5 — 6) and the original second shortest path length
nodes. is30 (1 -3 —2— 5 — 6). So the perturbed shortest path,

From [20], we can easily figure out that e%), erf(%) pi 6 IS exactly preserved since its ratio of difference between

and erf%) are approximately equal to 0.68, 0.95 and O.99§he shortest path length and the second shortest path length

respectively. In other words, if we carefully choose the p 0 the shortest path length is (30-21)/21=0.43 which is greater
rametero, based on the above theorem, we can preserve gn .
weight summations of each path, including the shortest pathBut the Gaussian randomization multiplication strategy
as close as possible to those of the original social netwatknnot guarantee the same shortest path preservation after
while protect the exact edge weights of the original networlgerturbation, if the difference between the shortest path length
from disclosure. and the second shortest path length is very small. Therefore,
Comparing Figure 1 to Figure 2, we can see that all parwe give another strategy to ensure that, for certain selected
turbed shortest path lengths between every node pair exceptdioortest paths, the perturbation strategy preserves exactly the
d; 5 are in the corresponding rangeé [;(1—20), d; ;(1+20)] same shortest paths in any case in a static social network in
(here,0=0.15).d; 3 is 9 andd; 5 is 12 and the difference is the next section.



C. Greedy Perturbation Algorithm In Figure 3, all thin edges such as edges, ez 4, e4,6 and
In a static social network, we may easily collect some nes.s are non-betweenness edges, because the shortest length
essary information about this social network for our analysi@ths of all three targeted pairs iH={(1,6), (4.6), (3,6)
and privacy-preserving purpose. do not pass through these edges. In practice, empirically, the
Before applying our perturbation strategy, we should assu@n-betweenness edges are the majority of edges in a social
that not all shortest paths of node pairs in a social networetwork.
are considered to be significant (in the real world, it is NG4efinition 5. We call an edge:; ; an all-betweenness edge,
reasonable that all information is consujered as confldenth}).ei,j € ps, s, fOr every(s, ;) € H, (i.e., all shortest paths
In ot.her words, we want to kgep certain shortest paths (the pass through the edge .
starting and ending nodes, f), in these shortest paths com- ’
pose a node pair seff, see below) and the corresponding In Figure 3, the dashed edgg is the all-betweenness
lengths as close to the original ones as possible, while ign&@ge since the shortest length pathss, psc and ps e all
possible changes to other paths. [Etbe the set of targeted 9o through the edge; . Based on the common sense, the
pairs whose shortest paths and the corresponding path lengih$etweenness edges are very rare in a real social network.

should be preserve_d as close as possible. For example, inlﬁ%:"’r’lnition 6. An edgee; ; is a partial-betweenness edge, if
graphG={V, E, W} in Figure 1, letH be {(1,6), (4,6), (3,6). ¢ € Ds,s, DUt e & 1{953 .., for some(s1,s2) € H and

Ind a rleal tsr(])malthnetwork, fome zh(t)rtest paths atf tjutf]t 0?%5,,34) € H. In this case, only a part of the shortest paths
edge length paths (e.gp; 3=e1,3), but we assume that these, oo through this edge while this edge does not appear in

shortest paths are not inpludedliﬁ In this case, our greedy otger part of the shortest paths.
perturbation algorithm aims to keep exact shortest paths an
the corresponding close path lengths betweerand vg, vy The bold-faced edges in Figure 3 are the partial-
andwg, vs andwvg, respectively. betweenness edges. For examplg; is a partial-betweenness
Then, in a social networkG={V,E,W} (|V]|=n), we edge since the shortest pathgs andps;¢s pass through the
generate a shortest path matfand the corresponding lengthedgees 5, but p, ¢ does not go through it.
n * n matrix D. In the matrix P, each entryp,, ., is a We perturb each edge in the graph by three different
linked list representing the shortest path betwegnandv,,. schemes based on these three different categories.
For example,p; 4=(1—2—5—6), it shows that the shortest
path p; ¢ successively passes through, ve, vs and vg. In
the matrix D, eachd,, ,, is the length of the shortest path
connectingv,, and v,,. In the following contents, all node
pairs (1,s2) of pg, 5, and dg, ,, are in the setd unless
otherwise stated explicitly. Proposition 8. For an all-betweenness edgg ;, if we de-
So, our goal is to generate a perturbed graphease its weight to any positive value (ief,; = w;;—tand
G*={V*, E*,W*} which satisfies the following conditions: w;; > 0), all ps, s, in H will not be affected, but, 5, will
e V¥=VandE* =V, be decreased. Actually;, , =ps, s, and d;, o, =ds, s, — 1.
o maximize}, . fw;; — wj |,
o D} s, = Psi.syy fOF EVETY pair(sy, s2) in H,
o di o, = ds, s, for every pair(si, sg) in H.
Based on the combination of the above conditions and the
collected information, like the matriceB and D, we divide
all edges inG into three different categories as in Figure 3.

Proposition 7. For a non-betweenness edgg;, if we increase
its weight by any positive value(the new perturbed weight
is wi; = w;; +1),all ds, 5, and p, s, in H will not be

changed, {* =ds s, and D51 .50 = Doy ,50)-

81,82

Fig. 4. Perturbation on the non-betweenness and all-betweenness edges

As in the social network shown in Figure 1, we perturb the
non-betweenness and all-betweenness edges as in Figure 4.
We increase the weights of the non-betweenness edggs
e2.4 andey g, and decrease the weight of the all-betweenness
edge€5_’6.

In a social network, partial-betweenness edges are prevalent
which are our major perturbation targets. For the partial-
betweenness edges, we have two perturbation schemes.

Fig. 3. Three different categories of edges

Definition 4. An edgege; ; is a non-betweenness edgegf;
¢ ps,.s, TOr every(si,s2) € H. In other words, no shortest
path in P passes through the edge;.



Proposition 9. For a partial-betweenness edge ;, we in- example, in Figure 6, the conditional shortest path between
crease its weight by (the new perturbed weight i8;; = v andve throughes 5 is (4—2—5—6), where (4-2) is the
w; ; + 1) and t satisfies the following condition: shortest pattps 5, and (5-6) is the shortest paths . The
meaning of Inequality (5) is that the weight of the conditional
shortest path betweesy and s, throughe; ; should still be

where d_ . is a conditional shortest path length'arger than the length of the perturbed path ;.
between nodes; and nodesy in a graph G"={V,E —
{(t,9),(4,0)}, W —{w; j,w;;}}. G~ is a graph in which we
delete the edges; ; ande;; and the corresponding weights
from G. Of course, for each node pdi;, s2), ds, 5, < d,

S1,82°

t<d, ds, s,, Tor all ps, 5, such thate; ; € ps, s,, (4)

1,52

If ¢ satisfies this condition, alp; ., are not changed
and d* (the edge (i) is inpg, ,) will become larger,

51,52

(p:1782:p51732 and dzl,sz = d51;52 + t)

Fig. 6. Decreasing the weights of a partial-betweenness eglge

. 30 An example of decreasing the weight of a partial-
betweenness edge ds 5 in Figure 6. The two targeted pairs
(V) (Vo) in H, p1 ¢ andps ¢, do not pass through the edges;, but the
shortest length pathy ¢ goes through it. Decreasing, 5 will
10 8 not affect the shortest paths ¢ andps ¢ but has something to

do with ps 6. Hence, there is only one constraint to decrease
wa5 10 w3 5 = wa 5 — ¢ as follows:
Fig. 5. Increasing the weights of the partial-betweenness eglge
9 9 9 P 9 dao+(was—t)+dse > dag =1t <dyot+wss+dse—dag,

An example of increasing the weight of a partialwhere dio iS 8 (ps12=(4—2)), ds¢ is 6 (ps6=(5—6)), and
betweenness edgeds; in Figure 5. The two targeted pairs ind, 5 is 16 (p4 6=(4—5—6)). After solving the inequality, we
H, p16 andps s, pass through the edge 5, but the shortest see thatt should be smaller than 3, and we select the largest
length pathp, ¢ does not go through it. Increasing s W|_II rounded integer number 2. SO, = wys-t=5-2=3.
probably affect the shortest pathss andps ¢, but has nothing  Summing up the above propositions briefly, a practical
to do with ps . Hence, there are totally two constraints tgreedy perturbation process is as follows (the pseudocode is

increasews 5 10 w3 5 = wo 5 +t as follows: in Algorithm 1). Based on the adjacency weight matbix,
_ we first generate the shortest patAsand the corresponding
{ t< dlﬁ —dus, lengths D by Floyd-Warshall algorithm [4] (see Line 1 of
t <dsg— dss Algorithm 1). Then each edge; ; in E is determined as

where dig is 17 ( ¢=(1>2—5-6)), d-, is 29 One of the three categories: non-betweenness, all-betweenness
h :(1—>é—>5—>6)) dsé is 17 (s 6;(3—1’5_’5—’6)) or partial-betweenness. The non-betweenness edges and all-
1,6 4 ) 5 ’

and dy, is 19 ();,=(3—5—6)). Please note that thesebetweenness: edges are perturbed based on Proposition 7 and

weights are perturbed weights after the perturbation of d

non-betweenness and all-betweenness edges in Figure turbed ad iaht w7 and th wurbed
After solving the inequalities, we see thiashould be smaller perturbed adjacency weight matrl anc the perturbe
ortest path length matri®* are updated simultaneously.

than 2, and we select the largest rounded integer number_sl_ . Il partial-bet d ted in a d di
Sowjy = was +t=5+1=6. en all partial-betweenness edges are sorted in a descending

order of the number of the shortest paths which pass through
Proposition 10. For a partial-betweenness edge ;, we this partial-betweenness edge. Such all partial-betweenness

|roposition 8 (see Line 2 and Line 3), respectively, before
4 partial-betweenness edges, and at the same time, the

decrease its weight by (the new perturbed weight is; ; = edges compose a stack PB. From the top to the bottom of
w; ; —t) and ¢ satisfies the following condition: this stack PB, we perturb the current top partial-betweenness
edgee; ; by either Proposition 9 or Proposition 10 based on
t < deyyt Wit djs, — ds s, (%) P ’ P

the verification whether the number af, . (e;; € ps, s,

for all p, s, such thate; ; ¢ ps, ., and di, ., < d,,,) is larger than the number of:

. . (es,j € psy,s, aNd d; > dg, s,). If yes, the perturbed

* ) 1,52 51,82 1,52

g;sn a=II Psl,SQ) is not changed and som, ,, is decreased weight is increased according to Proposition 9 (see Lines 8-9).
su82~ Psiosa): Otherwise, we decrease the weight based on Proposition 10
The path which connects,, ;, e; ; and p; ;, is the con- (see Lines 11-12). Observing these four propositions, we can

ditional shortest path between, andwv,, throughe; ;. For know that all perturbed shortest paths will not be changed



in any case i, ,,=ps, s,, for every (si,s2) in H). The our symmetric matrix¥:
perturbed shortest path lengths will probably not be the same
as the original onesdf, ,, # ds, s,), but the difference is Wij=9—(Bij + Ejq),
minimized by the alternate choice of either weight incremegihere E;; is a numerical value in the range [1,4] which
or decrement. represents théth scholar original acquaintanceship to fhth
scholar.
Algorithm 1 Greedy Perturbation Algorithm In addition to the EIES database, to test the scalability of
Input: The symmetric adjacency weight matri¥’ of an our greedy perturbation algorithm, we create a synthetic data
original graphG; the set of selected shortest paths to b&hich consists of 1600 objects and 70% objects are connected
preservedH. with each other, and the weights of the edges are randomly
Output: The symmetric adjacency weight matriX™* of the ranging from 10 to 100. Its corresponding adjacency weight
corresponding perturbed gragh matrix is a 1600*1600 symmetric matrix.
1: generateP and D based onl//, and assignD to D*
2: for all non-betweenness edges;, w; ; < wi; +r (ris ;

any random positive number), and upd#ié 08 R
3: for all all-betweenness edges ;, w;; < w;; - r (ris 0s 2
any random positive number which is smaller thayy), ugs F

and updateD*
4: sort all partial-betweenness edges in a descending order

Peroentage

with respect to the number of the shortest paths which pass o7 5
through this partial-betweenness edge. Such all partial- o 1
bet_vveenness edges compose a stack PB v 7 ’
5. while PB 7£ (Z) do i o1 515 02 0.25
Difference from the original ones
6:  pull out the top edge; ; from PB ’
7. if # of cases wherd, ,, < d;, s, is larger thany of g 7. percentage of the preserved shortest path lengths and weights after
cases wherd; . > ds, s, then the Gaussian perturbation with=0.1 on EIES
8: generate & based on Proposition 9
9: w;j <~ Wj,j +1
10: else
11: generate & based on Proposition 10
12: Wi = wij -t
13:  end if
14: updateD* E
15: end while =

—— weight
—& — length

IV. EXPERIMENTS 04

01 015 02 025 03 035
Difference from the ariginal ones

A. Databases

Fig. 8. Percentage of the preserved shortest path lengths and weights after
In the experiment section, we choose one real databage,Gaussian perturbation with=0.15 on EIES

EIES Acquaintanceship at time 2, obtained from International

Network for Social Network Analysis [9]. Figures 7, 8 and 9 show experimental results with different
The Electronic Information Exchange System (EIES) datalues ofo in Gaussian randomization multiplication. In each

at time 2 were collected by Freeman and Freeman [9]. THigure, thez-axis is the difference between the original ones

dataset is discussed also in Wasserman and Faust [7]. Thians the corresponding preserved ones, and,thgis denotes

a network of 48 researchers who participated in an early stuthe percentage of either weights or lengths which fall within

on the effects of electronic information exchange, a precurdbe z-axis difference. In each figure, there are two lines, a solid

of email communication. The measure of acquaintanceshipe and a dashed line. The dashed line represents the shortest

in this dataset has four levels, from 1 (do not know thpath lengths and the solid line denotes the edge weights.

other) to 4 (very good friendships). But the original dataset For example, in Figure 7, at-axis 0.15, the dashed point

is nonsymmetric since the acquaintanceship in two peofglengths) is 0.8699 and the solid point (weights) is 0.8565.

may not be the same. For example, A thinks B is his/her bdstmeans that for eachlu*- = w; (1 — z;) (z;; is from

friend, but B probably thinks A is a normal friend for him/herN(0,0.12)), 85 650 w; of the edges fall intav; ;(1+0. 15)

To fit EIES data to our algorithms based on the undirecteshd 86.9% d; ; of the shortest path lengths fall inth ; (1 +

graph, we perform the following transformation to genera@15).
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Fig. 9. Percentage of the preserved shortest path lengths and weights after

the Gaussian perturbation witt=0.2 on EIES (a) EIES

Based on Figures 7, 8 and 9, it is clear that the distribution oe
of the shortest path lengths in the perturbed social network
confirms the mathematical analysis in Section IlI-B: the per-
centage of the shortest path lengths in the perturbed social
network which fall within +¢, +20 and +30 of those of )
the original social network is approximated 74%, 98% and
99%, respectively. In Figure &€0.15), for example, at-axis
0.15 (0.15%) the percentage of perturbed shortest path lengths
close to the original one withir is around 74%, at-axis
0.3 (0.3=2) the percentage of perturbed shortest path lengths 545 e 22 o 53 53
close to the original one within&2is around 98%. Figures B
7 and 9 are also consistent with our mathematical analysis.
More importantly, the percentage of difference between
and w is very close to the percentage of difference between )
d* andd. As mentioned earlier, the Gaussian randomizati ﬁlgglrce)éds %fﬁﬂ:gggoﬂfmfhp;?f/fgfgefggr;zsiﬁspsgn'ge”p%hssef:,';%We'ghts after
multiplication strategy cannot guarantee the same shortest path
preservation after the perturbation.

(b) Synthetics

of partial-betweenness edges to all edges are 13%, 15% and

9% in EIES, and 19%, 14% and 20% in the synthetic data,
Before our greedy perturbation algorithm experiment, Wespectively. For example, in Figure 10(a), the number of all

point out that the weights of non-betweenness edges and allges is 820, but only 13% edges (820*13%=103) are under

betweenness could be changed dramatically without affectifige constraint while the other 87% edges could be changed

any shortest paths if/. Hence, we only concern about thejramatically and unconstrainedly.

WelghtS Of a” pal‘tial-betweenness edgeS in the two database$rom Figures lo, 11 and 12, |t iS ObViOUS that even a

EIES and SynthetiC data. Our experimental results with tmge amount Of targeted pairs I Wh|Ch need keep exact'y

greedy perturbation algorithm are shown in Figures 10, e same shortest paths and close shortest path lengths, the

and 12. perturbed shortest path lengths are still very close to the
The explanation of these figures is that, for example, @yiginal ones. In addition to this, we should emphasize again

Figure 10(a), atc-axis 0.15, the dashed line point (lengthsihat the shortest paths of all 77%, 54% and 25% targeted node

is 0.6 (60%) and the solid point (weights) is 0.54 (54%). Bairs are exactly kept.

means that 54 w; ; of the edges fall intav; ;(14-0.15), and

B. Results with Greedy Perturbation Algorithm

_60% d; ; of the shortest path lengths fall inth ; (1 £0.15), _ V. CONCLUSION AND FUTURE PLAN
in addition to the shortest paths of all targeted nodes being
exactly preserved. In consideration of the privacy issue in social network data

Figures 10, 11 and 12 are three different experimentalining techniques, the links between social network entities
results based on various numbers of targeted pairs, 778 sensitive in some cases such as the business transaction
54%, 25%, which are what we want to keep exactly thexpenses, personal disease characteristic in an epidemiology
same shortest paths and close shortest path lengths in the meaale, terrorist network relationship, and so forth. This paper
databases. In other words, only 77%, 54% and 25% pairsagfdresses a balance between protection of sensitive weights of
all pairs are included in the targeted pair $&f respectively. network links (edges) and some global structure utilities such
In addition to the various numbers of targeted pairs, the ratias the shortest path length.
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Fig. 11. Percentage of the preserved shortest path lengths and weights &figr12. Percentage of the preserved shortest path lengths and weights after

the greedy perturbation with 54% targeted pairs being preserved

the greedy perturbation with 25% targeted pairs being preserved

In this paper, we presented two perturbation strategiegs] T. H. Cormen, C. E. Leiserson, and R. L. Rivesttroduction to
Gaussian randomization multiplication and greedy perturba- Algorithms 1st ed., the MIT Press, 1990.
tion algorithm to perturb individual (sensitive) edge weights[5]

and try to keep exactly the same shortest paths as well as

P. C. Cross, J. O. Lloyd-Smith, and W. M. Getz, “Disentangling
association patterns in fission-fusion societies using African buffalo as
an example,” Animal Behaviour, 69: 499-506, 2005.

their lengths close to those of the original social network. Oul6] A. Evfimievski, “Randomization in privacy preserving data mining,’

bation strategies do meet the expectation of our mathemati
analysis.

Further research work along this line can be carried out to
extend our perturbation strategies to perturb the original edges
in case of a dynamic evolutionary complex social network ing]
which the social network structure and its weights change over

experimental results demonstrate that the two proposed pertcl[g-
4
(8]

time.
[10]
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