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Abstract

Hiding data values in privacy-preserving data mining
(PPDM) protects information against unauthorized attacks
while maintaining analytical data properties. The most
popular models are designed for constant data environ-
ments. They are usually computationally expensive for large
data sizes and have poor real-time performance on fre-
quent data growth. Considering that updates and growth
of source data are becoming more and more popular in on-
line environments, a PPDM model that has quick responses
on the data updates in real-time is appealing. To increase
the speed and response of the singular value decomposition
(SVD) based model, we have applied an improved incre-
mental SVD-updating algorithm. The performance and ef-
fectiveness of the improved algorithm have been examined
on synthetic and real data sets. Experimental results in-
dicate that the introduction of the incremental matrix de-
composition produces a significant increase in speed for
the SVD-based data value hiding method, better scalability,
and better real-time performance of the model, thereafter.
It also provides potential support for the use of the SVD
technique in the On-Line Analytical Processing for business
data analysis.

1. Introduction

Data use can be classified in five ways: data distribu-
tion, data modification, data mining algorithms, data or rule
hiding, and privacy preservation [18]. Privacy preserving
data mining (PPDM) has been studied for several years [2],
starting with [5]’s seminal publication on the topic in 1996.
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PPDM can be viewed as a method of computer security with
the advantage of handling attacks originating from the in-
side of organizations.

For the attacks from outside sources, access control
mechanisms can be used to assign different levels of rights
to different users in order to control data disclosure. For
public access, only the non-confidential attributes in the
databases are published to the partners or the public. How-
ever, when the threat comes from inside, the problem be-
comes more complicated. It has been reported by the Wall
Street Journal in February 2006 that companies were find-
ing that insiders pose as great a risk to computer security as
outside attackers. Among all traceable attacks from 1999 to
2005,40% were internal [16].

By using data analysis tools including data mining meth-
ods, some access rights can be given to employers for per-
forming analysis of the data. At this stage, data privacy
would be out of control without any data preprocessing.
Thus, in the absence of adequate safeguards, the use of data
mining can jeopardize privacy. Obtaining the potential ben-
efits of data mining with privacy-sensitive technologies can
enable wider social acceptance of many new services and
promote applications based on knowledge discovery.

A variety of methods have been designed for preserving
the privacy of sensitive or confidential information while
still maintaining the original analytical properties of the
data in the application of data mining, which is referred
to asdata value hidingin this paper. This can be divided
by data set types (numerical-valued data vs. categorical-
valued data or mixed-type data), data location (centralized
data vs. distributed data), or data mining methods (classi-
fication, clustering, association rule mining, etc.). Someof
the most popular methods include thek-anonymity model
[15], the noise-additive model [10, 1, 4, 7], the random
projection model [12, 13], the matrix-decomposition-based
model [20, 19, 21], and secure multiparty computation [23].

These different methods have been designed to adapt
to specific applications such as the matrix-decomposition-
based model that has demonstrated its great potential for



data pattern maintenance in numerical-valued data sets
[20, 19, 21]. Singular value decomposition (SVD) and
nonnegative matrix factorization (NMF) are two techniques
used in this model.

Computational cost has not traditionally been empha-
sized in previous work on PPDM. The data source may
change or new data elements may be added, like in situ-
ations of financial transaction streams and network activ-
ity streams. Another scenario is that the data source is in
an online setting where data must be incorporated into the
data value hiding model as it arrives. The data value hiding
model is required to be updated in real-time. We know that
matrix operations are the core of implementation in the ran-
dom projection model and the matrix-decomposition-based
model. Eventually, the computational performance of these
two models are subjected to the size of the data sets. If the
data is frequently updated with increasing size, the com-
putation of new models at each time would incur a sizable
delay. It is important to figure out how to adjust the mod-
els dynamically for a real-time response when dealing with
changes to the data matrix.

Ignoring effectiveness, a good PPDM model should be
computationally economical and practically robust for con-
stant and dynamical data sources. First, it should be scalable
and computationally applicable to high-dimensional data.
Secondly, it should be adaptive to the external perturba-
tions, including the addition of new data, the removal of
old data and so on. Considering that data streaming is be-
coming more and more popular in online environments, it
is required that a good PPDM model make a quick response
to external perturbations and produce a new solution in real
time.

Therefore, we will explore the computational needs
of PPDM algorithms so as to handle growth and change
in data sources. The work in this paper focuses
upon improving the real-time performance of the existing
matrix-decomposition-based data value hiding model on a
frequently-updated data source. In§2, the problem is de-
scribed and then followed by an introduction of the related
work. A performance improvement analysis is presented in
§3, designed especially for the thin SVD-based data value
hiding method. In§4, an improved SVD updating algorithm
is proposed and its performance evaluation is made in§5.
Finally, our work is summarized in§6.

2 Problem Description and Related Work

In this paper, the context of the problem is specified as
a data set that is subjected to frequent additions of new ele-
ments. LetA ∈ R

n×m be a matrix representation of a data
set containingn subjects andm attributes. LetÃ ∈ R

n×m

be a matrix representation of the distorted data set that is
generated fromA using data value hiding methods. In or-

der to correspond to the two kinds of elements in a typical
data set (subject and attribute), an update ofA, due to an
addition, results in two kinds of augmentations: row/subject
augmentation and column/attribute augmentation.

In this context, the targeted solutioñA is one of the so-
lutions for the general purposes of data value hiding, which
should be a real-time solution that is adaptive to frequent
updates of the data elements and is scalable to the increasing
size of the data setA. The following is a brief description
of the two data value hiding models.

2.1 Random Projection Model

This model is mostly multiplicative perturbation in the
context of computing the inner product matrix [12, 13]. Let
R ∈ R

m×k be a matrix generated with entries randomly
chosen from a given distributionN (0, σr) with zero mean,
µ = 0 and varianceσr , across columns, we have

Ã = AR (1)

for right multiplication. For left multiplication, it becomes

Ã = RA. (2)

In the random projection-based method, letk = m, since
the dimension size should be maintained.

If R is nonorthogonal, according to the Johnson Linden-
strauss Lemma [9], the Euclidean distance is approximated
on expectations up to a constant factor, and the random pro-
jection methods may suffer from the loss of Euclidean dis-
tances due to the nonorthogonal matrixR. We denote this
method asArp andrpA. The computational complexity is
due to a matrix multiplication and is of the orderO(nmm),
and if A is sparse with aboutc nonzero entries per row, the
complexity is of the orderO(cnm).

If R is orthogonal, then the projection exactly preserves
the inner product ofA, which is the Euclidean distance.

ÃÃT = ARRT AT = AAT . (3)

We denote this byArpo andrpoA. The complexity will
be increased with the cost incurred by orthogonalizingR,
which is in the order ofO(n3). Arpo is of the order
O(nm2 + n3) and is always computationally expensive.

2.2 Matrix-decomposition-based Model

In a matrix-decomposition-based model, instead of an
addition or multiplication of the external random noise, a
low-ranking approximation is used as the distorted data set
Ã, which is computed by conducting matrix decomposition
techniques on the original data setA. If the complete SVD
is used, then

A = UΣV T , (4)
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Table 1. A comparison of four data value hiding methods on com putation time.
the source matrix:3000 × 3000

Methods NMF-based thin SVD-based Arp Arpo complete SVD

CPU time (s) 7.0501 124.3388 33.2897 325.9687 553.3256
Parameter K = 100 K = 100 N (0, 1) N (0, 1)

whereU ∈ R
n×n, Σ is a diagonal matrix of sizen × m,

having onlyr nonzero entries (the singular values ofA)
as its diagonal entries are in descending order, andV ∈
R

m×m. U andV are orthogonal eigenvectors associated
with the r nonzero eigenvalues ofAAT and AT A. The
computation cost isO(nm2 + n2m + m3).

If the firstK nonzero singular values are considered and
the last(r −K) nonzero singular values are truncated from
Σ, then

A = A(K) + EK , (5)

whereA(K) is a rank-K approximation ofA,

A(K) = U.(1:K)ΣKV T
.(1:K). (6)

EK is the approximation error ofA(K), EK =
U.(K+1:r)Σr−KV T

.(K+1:r).
Let

Ã = A(K) (7)

This is referred to as thethin SVD-based method(which is
a SVD-based method in [20]). It has a computation cost of
O(n2K + nK2 + K3) and has a an increased speed com-
pared to the complete SVD. It has been proven that the dis-
tance betweenA andAK is the minimum in the sense of the
Frobenius norm in all the rank-K approximations ofA [6].

Another matrix decomposition used in this model is the
nonnegative matrix factorization [14]. For a given non-
negativeA ∈ R

n×m
+ , and a pre-specified positive integer

K ≤ min {n, m}, there are two nonnegative matrices:H
andW , s.t., A ≈ HW that minimizes the objective function

f(H, W ) =
1

2
‖A − HW‖2

F , (8)

whereH ∈ R
n×K
+ andW ∈ R

K×m
+ . If the distorted data is

taken as

Ã = HW, (9)

we refer it asNMF-based method[21]. An efficient algo-
rithm of NMF is alternating nonnegative least-squares using
projected gradients in [11] and its overall computation cost
is iter× O(nmK) + subIter× O(tmK2 + tnK2), where
iter and subIter are the number of the two iterations.

3 Performance Improvement Analysis on
Thin SVD-based Model

Basically, a reduction of computation time for the model
provides an increase in speed on the model response time
with data updates. Before we discuss possible solutions, itis
helpful to look at Table 1: a simple comparison of the com-
putation time of four data hiding methods on a3000×3000
matrix: thin SVD-based, NMF-based,Arp, Arpo. It was
conducted inMATLAB 7.1. The absolute time does not have
much meaning (as it is machine-dependent), however, the
relative difference on the running time would imply an or-
dering of the speed of these four methods. In Table 1, it is
observable that the NMF-based model is significantly faster
than the other three methods, with a running time of only
7 seconds.Arp places second. However,Arpo is very ex-
pensive, computationally, due to its orthogonization opera-
tion, while the thin SVD-based model runs much faster than
Arpo partly because a part of submatrices is used in compu-
tation instead of the complete submatrices in the complete
SVD. By using thin SVD instead of the complete SVD, the
running time is significantly decreased. Refer to Table 1 to
see that the CPU time for the complete SVD is553.3256
seconds, while the thin SVD only takes124.3388 seconds.
However, compared to the NMF-based model and theArp
model, some improvement is still required for the thin SVD-
based method.

If the data setA is subjected to frequent element addi-
tions, and at each time, a new distorted dataÃ is needed
to be computed repeatedly on the new updated data set,
then the thin SVD-based method andArpo are not scal-
able. In this paper, we attempt to speed up the thin SVD-
based model since the thin SVD-based method experimen-
tally demonstrates a competitive data mining accuracy com-
pared to random projection model as shown in Table 2,
which is a comparison between the two models by conduct-
ing K-means clustering and classification by SVMlight [8]
on Wisconsin Diagnostic Breast Cancer Database (WDBC)
[3]. WDBC contains 569 subjects and 30 real attributes.
357 subjects are in the group of benign, and 212 are in the
malignant group. Its best known classification accuracy is
97.5% using 10-fold cross validation [3].RE is the relative
error betweenA andÃ
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RE =
||A − Ã||F
||A||F

. (10)

Table 2. Accuracy comparison of five meth-
ods for WDBC.

Methods RE Parameter K-means % SVMlight %

thinSVD 0.0054 K=4 91.7399 96.1300
Arp 0.9721 σr=0.1109 85.2373 95.0791
Arpo 1.0727 σr=5.8627 84.3585 93.6731
rpA 1.0255 σr=0.0100 50.9666 51.1424
rpoA 1.3417 σr=1.4227 52.5483 53.9543

The thin SVD-based model consists of matrix decompo-
sitions primarily from the SVD computation. Even though
the algorithm is extremely stable, computing a full SVD is
a problem of the order ofO(nm2 +n2m+m3) for a matrix
size ofn by m. All the data must be processed at one time,
and the computation time increases exponentially with the
addition of new subjects into the databases.

The intuitive choice is to only modify the old SVD model
to reflect the addition of the new data records, not to re-
compute the SVD of the new full data matrix. In the next
section, we will introduce an improved incremental SVD
updating algorithm to enhance the performance of the thin
SVD-based data hiding method.

4 Improved Incremental SVD Updating Al-
gorithms

The improved incremental SVD algorithm is based on
the updating methods introduced in [22, 17]. This method
requires one QR decomposition and one SVD per update.
However, these potentially expensive computations are per-
formed on small intermediate matrices, where the computa-
tional complexity depends on the size of the update and/or
the reduced dimensionK, but not on the size of the orig-
inal data matrix. Depending on subject/attribute addition,
there are two updating algorithms: subject-updating and
attribute-updating. Essentially, our improved incremental
SVD algorithm is based on the algorithms in [17].

4.1 Updating Subjects

Let A ∈ R
n×m be the original data matrix, andA =

[A0; T ], whereA0 ∈ R
t×m andT ∈ R

q×m with q is the
number of new subjects to be appended, andn = t + q.

[
A0
T

]
−→ A. (11)

Assuming the rank-K SVD of A0 is known in advance,

A0(K) = U.(1:K)ΣKV T
.(1:K).

For simplicity, we useUK for U.(1:K), and VK for
V.(1:K) in the following. The purpose of the algorithm is
to modify the SVD ofA0 based on the new data,T .

Let T̂ ∈ R
m×q and

T̂ = (Im − VKV T
K )T T . (12)

Perform the QR decomposition of̂T , QT RT = T̂ , where
QT ∈ R

m×q is orthonormal, andRT ∈ R
q×q is upper

triangular. Then

A =

[
A0
T

]
≈

[
A0(K)

T

]

=

[
UK 0
0 Iq

] [
ΣK 0
TVK RT

T

] [
VK QT

]T
.

(13)

Now let Â ∈ R
(K+q)×(K+q) be the matrix defined by

Â =

[
ΣK 0
TVK RT

T

]
. (14)

In [17], a complete SVD ofÂ is computed. Here, a small
improvement is made and a rank-K approximation ofÂ is
computed instead.

Â ≈ ÛKΣ̂K V̂ T
K (15)

whereÛK ∈ R
(K+q)×K , V̂K ∈ R

(K+q)×K and Σ̂K ∈
R

K×K . Then the thin SVD ofA in K dimensions is

A(K) =

([
UK 0
0 Iq

]
ÛK

)
Σ̂K

([
VK QT

]
V̂K

)T

.

(16)
This procedure has a computational complexity ofO(K3 +
(m + t)K2 + (m + t)Kq + q3) [17].

4.2 Updating Attributes

Let A ∈ R
n×m be the original data matrix, andA =

[A0, F ], whereA0 ∈ R
n×t andT ∈ R

n×p with q is the
number of new attributes to be appended, andm = t + p.

[
A0 T

]
−→ A. (17)

Let F̂ ∈ R
n×p and

F̂ = (In − UKUT
K)FT . (18)

Perform the QR decomposition of̂F , QF RF = F̂ , where
QF ∈ R

n×p is orthonormal, andRF ∈ R
p×p is upper tri-

angular. Then

A =
[
A0 F

]
≈

[
A0(K) F

]

=
[
UK QF

] [
ΣK UT

KF
0 RF

] [
V T

K 0
0 Ip

]
.

(19)
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Table 3. Run time and RE of two SVD algo-
rithms.

Rows Incremental thin SVD Lanczos thin SVD
Run time(s) RE Run time(s) RE

3000 218.7799 0.2729 242.9899 0.2720
4000 233.3299 0.2747 321.7100 0.2732
5000 228.0000 0.2758 396.6999 0.2740
6000 231.5399 0.2762 475.7899 0.2742
7000 242.0900 0.2764 568.7299 0.2743
8000 245.0100 0.2767 735.2900 0.2745
9000 244.5699 0.2772 736.9499 0.2749
10000 257.4699 0.2772 825.7900 0.2748

Now let Â ∈ R
(K+p)×(K+p) be the matrix defined by

Â =

[
ΣK UT

KF
0 RF

]
, (20)

we do the same improvement as updating subjects in (15),

Ā ≈ ŪKΣ̄K V̄ T
K (21)

whereŪK ∈ R
(K+p)×K , V̄K ∈ R

(K+p)×K and Σ̄K ∈
R

K×K . Then the thin SVD ofA in K dimensions is

A(K) =
([

UK QF

]
ŪK

)T
Σ̄K

([
VK 0
0 Ip

]
V̄K

)
(22)

This procedure has a computation complexity ofO(K3 +
(m + t)K2 + (m + t)Kp + p3)[17].

5 Experiments and Results

Several experiments were conducted inMATLAB 7.1 on
synthetic data sets and real data sets to compare the run
time, relative error and data mining accuracy between Lanc-
zos SVD and the improved incremental thin SVD as de-
scribed in§4.

5.1 Subject/Row Updating by Incremen-
tal Thin SVD

In this experiment, the incremental thin SVD is exam-
ined by adding new subjects. The data set is a synthetic
real-value matrix of size of10000 × 1000 with the rank of
100. The rank of approximation in the thin SVD is set up
to 60. The starting matrix consists of the first2000 sub-
jects. The rest of the8000 subjects are repetitively added
to the starting matrix for8 times. At each step,1000 new
subjects are added and a new rank-60 thin SVD are com-
puted by two algorithms: Lanczos SVD and incremental
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Incremental SVD
Lanczos SVD

Incremental SVD
Lanczos SVD

Figure 1. Run time and RE of incremental
SVD updating (solid line) versus Lanczos
SVD (dashed line), as a function of a repet-
itive addition of 1000 rows for 8 times, on a
10000×1000 random matrix and its rank is 100.
The upper figure shows the run time of each
addition. The lower figure shows RE.

SVD. The experimental results are listed in Table 3 and are
plotted in Figure 1. The relative/approximation error hereis
defined in (10) asRE. If at each step, the augmentation size
is 1000, then the run time of the incremental SVD based
on the old SVD approximation is much less than that of the
Lanczos SVD. At the same time, there is not much effect
on the approximation error. For example, if calculating the
full matrix by the Lanczos SVD, it takes825.79 seconds;
if updating the SVD from the size of9000 × 1000, the cpu
time is257.47 seconds and only takes31.18% of run time
for the Lanczos thin SVD. Meanwhile, the relative error is
0.2772, which is very similar to0.2748 by the Lanczos thin
SVD.

5.2 Attribute/Column Updating by In-
cremental Thin SVD

A synthetic matrix of the size of3000 × 3000 with the
rank of100 is randomly generated in order to examine the
performance of attribute updating. The addition of the at-
tributes/columns to the starting matrix of size3000 × 80 is
repeated100 times with22 columns each time. The rank
of approximation is set to80. The comparison is shown in
Figure 2. For this data set, the advantages of incremental
SVD are attractive, considering the cumulative CPU time
for these100 additions is only29.1719 seconds, and at the
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same time, the Lanczos SVD requires almost104.7306 sec-
onds. Moreover, the approximation errors are very close for
the two methods.
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Figure 2. Run time and RE of incremental SVD
updating (solid line) versus Lanczos SVD
(dashed line), as a function of a repetitive
addition of 22 columns for 100 times, on a
3000 × 3000 random matrix. Its rank is 100.
The top figure shows the run time of each ad-
dition. The middle figure shows RE. The bot-
tom figure is the amplified plot of the run time
of the incremental SVD.

5.3 Performance Evaluation of the Incre-
mental Thin SVD on WBC

In this experiment, the data mining accuracies are con-
sidered in the comparison and the real data set, and the
WBC [3] database is used. WBC consists of699 subjects
and 10 integer-valued attributes. Some preprocessing is
done, as in [20]. The experiment is designed as follows:
the starting matrix is set up to the first199 subjects/rows
and the approximation rank in SVD is7, then the rest of
the500 subjects are appended repeatedly by50 rows each
for 10 times. At each time, for both methods, a new rank-
7 approximation is computed and its data mining accura-
cies are evaluated both on SVMlight classification andK-
means clustering. Figure 3 shows the comparison of run
times and approximation errors of the two methods. It is
shown that the time of each step in the incremental SVD

is less than the Lanczos SVD on the full data matrix. The
difference of the two approximation errors is in the order of
0.001.
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Figure 3. Run time and RE of incremental SVD
updating (solid line) versus Lanczos (dashed
line), as a function of a repetitive addition of
500 rows for 10 times, on WBC. The upper fig-
ure shows the run time of each addition. The
lower figure shows the RE.

Secondly, by the two methods, the twenty data matrices
with row numbers of299 to699 are tested in SVMlight clas-
sification. Figure 4 shows that the accuracies of this data are
the same as their counterparts by other methods. It implies
that incremental SVD does not introduce any observable ef-
fect on the classification accuracy. Thirdly,K-means clus-
tering is executed on the two rank-7 approximations. One is
the rank-7 approximation by the Lanczos SVD of the orig-
inal WBC and another is the rank-7 approximation by the
incremental SVD, which is updated from199 rows to699
rows. We examine whether the incremental SVD will affect
the clustering quality. Figure 5 shows the cluster distribu-
tions and Silhouette value for the two approximations of
WBC.

In MATLAB 7.1, the Silhouette value,s(i), is used as a
measure of how similar theith subject is to subjects in its
own cluster compared to subjects in other clusters. It ranges
from−1 to +1. It is defined inMATLAB 7.1 code as

s(i) = (min(b(i, :), 2)− a(i))./max(a(i), min(b(i, :), 2))

wherea(i) is the average distance from theith point to the
other points in its cluster, andb(i, k) is the average distance
from theith point to the points in another clusterk. ./ is a
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Figure 4. SVM classification accuracy of two
rank- 7 approximations as a function of a rep-
etition addition of 50 rows. Two methods: in-
cremental SVD updating (solid line) versus
Lanczos (dashed line).

element-wise division. In this experiment, the row updating
in calculating thin SVD does not have a negative influence
on clustering.

6 Summary

This paper has presented an improved SVD-based data
value hiding method. The decomposition is derived from
updating the previous decomposition solution in an incre-
mental way, instead of starting a new decomposition on the
full data matrix. In our experiments, the increase in speed
associated with this improved method is encouraging. More
importantly, no distinctness from the traditional SVD-based
method is found on the data mining results. This will allow
us to address the real-time performance concern with the
SVD-based method when a quick response performance is
required for updates of large data size. In the meantime, this
approach also provides possible support for the application
of SVD in the On-Line Analytical Processing, which is es-
sential in business data analysis featuring large amounts and
frequent growth of data.
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