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Abstract

Data mining techniques enable discovery of valuable data
patterns and knowledge in shared data and increase prof-
itability and enhance national security. Security and pri-
vacy threats arising from the use of data mining tech-
niques bring a risk of disclosure of confidential knowl-
edge as data is made public. How to control the level of
knowledge disclosure and secure certain confidential pat-
terns is a subtask comparable to confidential data hiding
in privacy preserving data mining. We propose a tech-
nique to simultaneously hide data values and confiden-
tial patterns without undesirable side effects on distort-
ing nonconfidential patterns. We use nonnegative ma-
trix factorization technique to distort the original dataset
and preserve its overall characteristics. A factor swap-
ping method is designed to hide particular confidential
patterns in an unsupervised learning. The effectiveness
of this novel hiding technique is examined by conducting
k-means clustering on a benchmark dataset. Experimen-
tal results indicate that our technique can produce a single
modified dataset to achieve both pattern and data value
hiding. The usability of the data is well maintained. Un-
der certain constraints on the nonnegative matrix factor-
ization iterations, an optimal solution can be computed in
which the user-specified confidential memberships or re-
lationships are hidden without undesirable alterations on�URL: http://www.csr.uky.edu/�jwangayThe corresponding author. E-mail: jzhang@cs.uky.edu, URL:
http://www.cs.uky.edu/�jzhang. This author’s research work was sup-
ported in part by the U.S. National Science Foundation undergrant
CCF-0527967, in part by the National Institutes of Health under grant
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nonconfidential patterns.

1 Introduction

Data mining techniques have now been used in commer-
cial, industrial and governmental business, for various
purposes, ranging from increasing profitability to enhanc-
ing national security. For example, interorganizational
collaboration significantly improves supply chains and
enables more rapid and less costly conduction of trans-
actions among partners. Data sharing is a bridge of com-
munications and collaboration. Data mining techniques
can be broadly utilized to discover valuable knowledge in
private or shared public data. In this situation, organiza-
tions and enterprises must fulfill two contradictory mis-
sions. One is to share data or information with other part-
ners or the public. The other is to protect confidential data
and privacy of the data subjects. This dilemma spurred a
research area, known as privacy preserving data mining
(PPDM). PPDM can be divided into two categories. One
is data hiding to protect sensitive data values but maintain
data patterns. Another is pattern hiding to protect sensi-
tive patterns while keep usability of the original data.

A large amount of literatures in PPDM has fallen into
the category of data hiding [3, 4, 7, 26]. Data hiding is
used to prevent improper use of data. In many cases, con-
trol on the usage of data mining techniques should be con-
sidered. Pattern hiding, another security concern, grows
out of the context of collaboration where sharing data is
required among partners. For individual members in a
collaborative project, preventing other partners from dis-
covering some confidential knowledge is vital when com-
petitors or partners can use data mining algorithms to ex-



tract valuable (but potentially damaging) knowledge from
the shared data. It was indicated as a threat to database se-
curity by O’Leary [23]. Clifton and Marks recently gave
a well designed scenario [7].

Verykios et al. [27] analyzed a business situation to
indicate the need to prevent not only the disclosure of
confidential personal data, but also data mining tech-
niques from discovering sensitive knowledge which may
not even be known to the data owners. Clifton and Marks
[7] propose some possible approaches to deal with such
problems, including limiting access to the data, fuzzy-
fying data, eliminating unnecessary groupings and aug-
menting the data. Compared to a rich literature on data
hiding, the published research work on pattern hiding is
mainly limited to association rule hiding and classifica-
tion rule hiding [5, 8, 27, 30].

However, to the best of our knowledge, there has been
no effort made on achieving data hiding and pattern hiding
at the same time. Since data modification or reconstruc-
tion is utilized in most of the existing rule hiding methods
and data hiding methods, they may not avoid negative side
impact on nonconfidential portions of the dataset. It fol-
lows that two different modified versions of the original
dataset may be required to fulfill these two disparate sub-
tasks. In this paper, we make attempt to construct only
one modified version of the original dataset to fulfill both
goals, so that releasing one modified version is sufficient
for dual privacy protection. Accordingly, the protection
of privacy is simplified with enhanced performance. The
target dataset is defined as an unclassified or unlabeled
dataset whose feature values are numerical. To achieve
this dual privacy protection, a novel technique composed
of four schemes is introduced for unsupervised learning.
Under the constraints on zero side effect on pattern pro-
tection, our implementations can compute some optimal
solutions.

The proposed technique is motivated by a unique char-
acteristic of the matrix decomposition techniques, which
can provide a compact representation of the data with
a reduced-rank while preserving dominant data patterns.
Recently, matrix decomposition techniques such as the
singular value decomposition (SVD) and nonnegative ma-
trix factorization (NMF) have been proposed for data dis-
tortion in PPDM applications [28, 29, 31]. Experimental
results in [29] show that NMF can be used to distort sen-
sitive datasets and it outperforms some classical noise-

additive methods in data hiding. It provides a feasible
platform to achieve both data hiding and pattern hiding.

NMF can be viewed as a subspace method for basis de-
composition [15]. By applying an NMF algorithm to a
nonnegative data matrixA of dimensionn�m, two non-
negative factor matrices are generated by minimizing the
objective functions. Mathematically, this corresponds to
factoring the matrixA into two matrices with positive en-
tries,A � HW . The matrixW has sizek � m, with
each of thek rows defining a basis vector. The matrixH
has sizen� k, with each of then rows defining an addi-
tive combination of the basis of the corresponding subject.
In [32], an NMF-based clustering algorithm is proposed
to cluster text documents. Document corpus is projected
into ak-dimensional semantic space and each document
is represented as a linear combination of thek topics. The
cluster membership of each document can be easily deter-
mined by finding the base topic with which the document
has the largest projection value. This idea constructs the
basic idea for hiding patterns in our approach. It can be
assumed that the factor vectors are related to the cluster
property of the corresponding subjects. The shift of a sub-
ject from one group to other groups may occur whenever
the factors are modified.

The remainder of this paper is organized as follows.
In Section 2, a description of the problem under study
and some definitions are given. The proposed approach
is elaborated in Section 3 with four schemes and three
related algorithms. Section 4 includes experiments and
results. Other related works are reviewed in Section 6.
Finally, we conclude the paper in Section 7.

2 Problem Formulation

Our technique targets the simultaneous realization of two
subtasks: pattern hiding and data hiding. Pattern hiding is
that the data is altered so that it will preserve certain con-
fidential patterns from being discovered, but the influence
of data alteration on nonconfidential patterns should be
minimized. Data hiding is that the data is modified so that
disclosure risk of certain data values is minimized and the
influence of data distortion on the mining results is min-
imized. Only through a single sequence of modifications
on the original dataset can these two contradictory goals
be achieved simultaneously. In this study, the datasets un-



der consideration are limited to having numerical values
and the data patterns under consideration are specified as
memberships or relationships of data subjects.

We consider a datasetS consisting ofn subjects each
of which hasm features. Unsupervised learning methods
can be used to find the cluster property of the data with
a prior assumption of the number of clustersk. S can be
partitioned intok subsets called clusters. Each subject is
a member of a particular cluster or subset. We can define
a binary relationR over the membership of subjects.

Definition 1: Data Model S. Given a datasetS consist-
ing of n independent subjects, with each subject havingm numerical features, if we denote theith subject ofS asSi, thenS = fSigni=1.
Definition 2: Vector Space Data ModelA. Given a data
modelS, S is represented by a matrixA of dimensionn�m with the rows corresponding to then subjects and
the columns to them features. If theith row is denoted byAi, thenAi representsSi. Thejth feature is represented
by thejth column ofA, denoted byAj .
Definition 3: Data Cluster C. Given a dataset of sizen
with anm-dimensional feature space,fS1; S2; : : : ; Sng,
denoted byS, the number of clustersk and a learning
algorithmI , C1,C2, . . . ,Ck are thek subsets, created byI ; let 
1, 
2, . . . ,
k be thek cluster centroids, s.t.

1. S = C1 [ C2 [ : : : [ Ck,

2. 
i = mean(PSj2Ci Sj),
3. 8p; q 2 f1; 2; : : : ; kg; Cp \ Cq = �; p 6= q, and

4. 8i; 1 � i � n; 9p; 1 � p � k; si 2 Cp.

Definition 4: Relation R. Given a datasetS, let S2
denoteS � S, the set of all possible ordered pairs of
elements ofS, a relation R is a binary function	 :(S2; I; C) ! ftrue; falseg. 8(x; y) 2 S2; 9p; q; 1 �p; q � k; s:t: sx 2 Cp; sy 2 Cq , and

1. p = q ! xRy = true,
2. p 6= q ! xRy = false.

Lemma 1. R is an equivalence relation .
Proof. First,R is reflexive as8sx 2 S; siRsi. Second, it
is symmetric, as8i; j; 1 � i; j � n; siRsj means thatsi

andsj are in the same cluster which impliessjRsi. Third,
it is transitive, wheneversi is in the same cluster assj is
andsj is in the same cluster asst is, thensi is in the same
cluster asst is, hencesiRst.
Definition 5: Data Modification. Given two datasetsA and eA, a sequence of modifications is a function	 :(A; F;M) ! eA that transformsA into eA, whereF is the
subjects to be modified andM is the modification scheme.

Definition 6: Confidential Relationship Hiding. Let eS
be the dataset after applying a sequence of modifications
on S and a pair(x; y) 2 S2. xRy will be hidden if the
following conditions are satisfied:

1. l = xRy in S,

2. g = xRy in eS, and

3. g = :(l).
3 Proposed Technique

In this section, we describe the proposed dual privacy pre-
serving technique consisting of one data hiding scheme
and a set of pattern hiding schemes. All schemes are
based on a basic data modification scheme that performs
nonnegative matrix factorization (NMF) on the original
dataset.

3.1 Basic Data Modification Scheme

Let the original datasetS be encoded by a vector space
data modelA as in Definition 2. Using some NMF al-
gorithm,A can be decomposed into two nonnegative fac-
tor matrices. The scheme can be stated as a transforma-
tion fromA to eA defined as follows:Given a nonnega-
tive data modelA(n�m), find two nonnegative matricesH(n�k) andW (k�m) with k being the number of clus-
ters inA, that minimizesf(A;HW ), wheref(A;HW ) is
a cost function defining the nearness between the matri-
cesA andHW . The modified version ofA is denoted aseA = HW .

The choice of the cost functionf affects the solution ofeA. Here, the Euclidean distance or the Frobenius norm is



chosen as they are popular in matrix computations,f(A;H;W ) = 12 kA�HWk2F :
A standard way to findH andW is by the following least-
squares optimization, which minimizes the difference be-
tweenA andHW :minH;W f(A;H;W ) = 12 nXi=1 mXj=1(A(i; j)� (HW )(i; j))2subje
t to H(i; a) � 0;W (b; j) � 0;8 i; a; b; j:

(1)
NMF algorithms generally begin by initial estimates of
the matricesH andW , followed by alternating iterations
to improve these estimates. Projected gradient method
proposed by Lin [17] will be used in our implementation
to directly minimize (1).

After performing basic data modifications onA, the
modified dataset iseA = HW , whereH = 26664 H1H2

...Hn 37775 ; W = 26664 W1W2
...Wk 37775 :Hi = (hi1 hi2 : : : his : : : hik); i = 1; 2; : : : ; n:Wj = (wj1 wj2 : : : wjt : : : wjm); j = 1; 2; : : : ; k:

3.2 Data Hiding Scheme

Based on the basic data modification scheme, data hid-
ing can be easily fulfilled with some simple preprocessing
procedure on the original data matrixA. The nonnegative
property ofA needs to be validated by checking the non-
negativity of all entries. Most real-life datasets have non-
negative entries. IfA has negative entries, its values can
be shifted column-wise and then normalized. After this
process,eA can be generated with the basic data modifica-
tion scheme. The algorithm is illustrated in Figure 1.

The performance of this scheme is illustrated in Fig-
ures 2 and 3. Figure 2 shows the data distributions of
a dataset and its modified versions from NMF and two

noise-additive methods. The dataset is synthetically cre-
ated from three spherical Gaussian distributions and nor-
malized to a nonnegative matrix. It has 100 subjects, each
of which has 2 features. Three classes are depicted with
three different symbols. The modified version in the up-
per right subfigure is calculated from an NMF operation
with k = 3. The lower two subfigures show modified
datasets generated from adding normally distributed noise
and uniformly distributed noise, respectively. It is clearly
observable that the data distributions from NMF and the
addition of uniformly distributed noise (lower right) are
distorted more than the one from the addition of normally
distributed noise (lower left).

Minimizing the impact of data distortion on mining re-
sults is another requirement for data hiding schemes. Our
basic data modification scheme using NMF can main-
tain data patterns better than some classical noise-additive
methods. The synthetic dataset in Figure 2 is used as an
example to demonstrate this claim. In Figure 3, three scat-
ter plots are used to illustrate the execution of a binary
Support Vector Machine (SVM) classification on the syn-
thetic data, the modified version using NMF and the mod-
ified version using the addition of uniformly distributed
noise. A binary SVM classifier is trained to separate class
1 from class 2 and class 3. Using the same training set
and testing set, the modified version from NMF has the
same correct rate as that of the original data which is 98%.
The addition of uniformly distributed noise deteriorates
the classification accuracy and its correct rate is reduced
to only 54%.

3.3 Pattern Hiding Strategies

Given the number of classes,k, H andW can be calcu-
lated. Each row ofW represents one of thek clusters.
Each of the subjects inS can be represented by an addi-
tive combination of thek base vectors.Ai = kXj=1 hijWj
Each elementhij indicates to which degree the subjecti
belongs to the clusterCj , while each elementwij repre-
sents the degree at which the featurej contributes to the
clusterCi. If the subjecti belongs to the clusterCx, thenhix will take on a larger value than the rest of the elements



0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1
0

0.5

1

 

 
0 (training)
0 (classified)
1 (training)
1 (classified)
Support Vectors

0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1
0

0.5

1

 

 

0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1
0

0.5

1

 

 

correct rate = 98%

correct rate = 98%

correct rate = 54%

Figure 3: Binary SVM classification on the original data (top), the modified data by NMF (middle) and the modified
data by adding uniformly distributed noise (bottom).

in Hi. Therefore, NMF can be viewed as a kind of unsu-
pervised learning that the cluster label of the subjects can
be determined byH [32]. The clustering rule is described
as: the subjectAx is placed in the clusterCp if hxp is
the largest element in the row ofHx, i.e.,Ax 2 Cp, ifp = maxjfhxjg. In our experiments, we find that the ac-
curacy of the clustering results by this rule is lower than
that of the k-means clustering algorithm. However, this
rule implies a underlying fact that any modification on
factor vectors may change the memberships of the corre-
sponding subjects. Based on this insight, we design three
schemes based on modifyinghij to change the member-
ship of a single subjectx or a relationshipxRy.

3.3.1 Three Pattern Hiding Schemes

Given a datasetS with k clusters and its vector space
modelA, H andW are computed using Algorithm 1.
The Max-min factor swapping scheme, the factor index
swapping scheme and the hybrid modification scheme
are described as follows.

Scheme 1: Max-Min Factor Swapping Scheme.Letx be the index of the selected subject inS. The factor
vector ofSx is Hx = (hx1 hx2 : : : hxj : : : hxk). The
largest factor is swapped with the smallest factor inHx.
Let Idmax = maxjfhxjg, Idmin = minjfhxjg, max =



hxIdmax , min = hxIdmin , thenh(x; Idmax) min;h(x; Idmin) max:
Scheme 2: Factor Index Swapping Scheme.Given(x; y) 2 S2, i.e.,x andy are the indices of one selected
subject pair inS. The factor vectors ofSx andSy areHx = (hx1 hx2 : : : hxj : : : hxk);Hy = (hy1 hy2 : : : hyj : : : hyk):
Let IdXmax = maxj fhxjg;IdYmax = maxj fhyjg;maxy = h(y; IdYmax):� If Sx and Sy do not have the same index of the

maximum factors, i.e.,IdXmax 6= IdYmax, we
swap the maximum factor ofSy with the factor in
the same index as the maximum factor ofSx,h(y; IdYmax) h(y; IdXmax)h(y; IdXmax) maxy� If Sx andSy have the same index of the maximum
factors, i.e.,IdXmax = IdYmax, we swap the
maximum factor ofSy with any factor other than the
maximum factor ofSx. 9t; 1 � t � k; t 6= IdXmax,h(y; IdYmax) h(y; t)h(y; t) maxy

Scheme 3: Hybrid Swapping Scheme.Given(x; y) 2S2, assume that the factor vectors ofSx andSy areHx = (hx1 hx2 : : : hxj : : : hxk);Hy = (hy1 hy2 : : : hyj : : : hyk):
LetIdXmax = maxj fhxjg; maxx = h(x; IdXmax);IdXmin = minj fhxjg; minx = h(x; IdXmin):

Modify the factor vector ofSy based onSx by substituting
its maximum and minimum factors with those ofSy, then
swap them, i.e.,h(y; IdXmax) minxh(y; IdXmin) maxx
3.3.2 Single Membership Hiding

To hide the membership of one subject is identical to a
shift of the subject from its source cluster to any other
clusters. Since the hiding operation is built on the basic
data modification, the uncertainty of NMF computation
may lead to different results. Different factor matricesW andH may cause a different shift of the subject even
though the same hiding scheme is utilized. In order to im-
prove the predicability on results and take advantage of
the flexibility of NMF, we make use of the iteration oper-
ations in NMF to find an optimal factorization that fulfills
the requirement on data hiding and membership hiding si-
multaneously. Algorithm 2 in Figure 4 is a description of
the single membership hiding scheme. In Algorithm 2,
the solution is found with zero side effect on the noncon-
fidential memberships.

3.3.3 Single-pair Relationship Changing

By Definition 4, the relationshipxRy represents whether
the subjectx and the subjecty belong to the same group.
In the context of relationship change, there are two possi-
ble situations onxRy: from true to false or from false
to true. If xRy is negative in the learning result from
the modified version of the dataset, then we consider it
as a successful hiding. The membership shifts ofx andy
are not limited. However, any change on other subjects’
memberships are not expected, i.e., the side effect should
be avoided or limited.

Given a user-specified pair with the confidential rela-
tionship, (x; y) in S, the problem can be formulated as	 : (S; (x; y); S
heme) ! eA. Figure 5 is the proposed
procedure to change a single-pair relationship. As to mul-
tiple pair relationships, we can rewrite the iteration stop-
ping condition in the algoritm to change the pair relation-
ship one by one.



4 Performance Evaluation

We conduct experiments on the IRIS dataset to evaluate
the performance of the proposed technique. IRIS contains
3 classes of 50 subjects each, where each class refers to
a type of iris plant and each subject has 4 features. As
Figure 6(a) shows, one class in cross marks is linearly
separable from the other two in circle and square marks;
the latter two classes are not linearly separable from each
other. The experiments are mainly designed for evaluat-
ing pattern hiding schemes when the k-means clustering
is used as a learning tool. For a fair comparison of results,
for the k-means clustering in all the experiments, the intial
cluster centroids are fixed as the first three data subjects
in IRIS.

First, the k-means aglorithm is run on IRIS to produce
3 clusters denoted byC1; C2; C3, 3 centroids denoted by
1; 
2; 
3 and the corresponding cluster labels. The cluster
distribution created from the k-means algorithm is shown
in Figure 6(b).C3 marked in circle contains 50 subjects.C2 marked in square andC1 in cross contain 61 and 39
subjects, respectively. 17 subjects are incorrectly grouped
and the correct rate is 88.7%. This cluster distribution
defined asC1; C2; C3 in Figure 6(b) is considered as the
truth for computing clustering accuracy in the subsequent
experiments. The following is a description of the truth.
To make it clear, the indices are used.C1 = f101� 150g� f102; 107; 114; 115; 120; 122; 124;127; 128; 134; 139; 143; 147; 150g+ f51; 53; 78g:C2 = f51� 100g � f51; 53; 78g+ f102; 107; 114; 115;120; 122; 124; 127; 128; 134; 139; 143; 147; 150g:C3 = f1� 50g:
The thress cluster centroids are
1 = � 6:8538 3:0769 5:7154 2:0538 � ;
2 = � 5:8836 2:7410 4:3885 1:4344 � ;
2 = � 5:0060 3:4180 1:4640 0:2440 � :

Then a series of experiments are conducted to evalu-
ate the proposed methods. The experiments abide by a
common procedure from the basic data modification to a
modified version. The released version is an optimal so-
lution for both data hiding and pattern hiding. As far as
learning accuracy and the validation of pattern hiding are
concerned, a comparison is made between the truth clus-
tering and the clustering result from a modified dataset.

Measuring the side effect associated with the pattern
hiding schemes is a necessary part of the evaluation. An
optimal hiding solution should be the one where only
user-specified pattern is hidden and all the rest of the pat-
terns are kept intact, i.e., there is no redundant change or
nonzero side effect. Because of the assumption that the
initial centroids are fixed for all the executions of the k-
means algorithm, we can quantify the side effect as a rate
of the number of changed subjects among the number of
nonconfidential subjects.

For example, in hiding the membership of one subject
in IRIS, if 5 other subjects are shifted to clusters different
from their original ones, the side effect can be calculated
as 5/149, that is 3.36%. Obviously, the lower the side ef-
fect, the better the data usability of a hiding scheme leads
to.

The computation ofW andH by NMF is implemented
by an algorithm in [17]. In our experiments, the tolerance
for a relative stopping condition is10�4. The time limit
is 6000 seconds and the iteration limit is 3000.

4.1 Efficiency of Data Hiding Using Basic
Data Modification Scheme

A comparison of the basic data modification scheme with
two noise-additive data hiding methods is conducted to
demonstrate the efficiency of the proposed scheme. One
noise-additive method denoted by ND is to add normally
distributed noise that is generated with a mean� = 0
and a standard deviation� = 0:46, to the original IRIS
dataset. Another method is denoted by UD that adds uni-
formly distributed noise generated from the interval [0,
0.8] to IRIS. Three modified data versions are produced
from the above three data hiding methods. They are de-
noted by NMF, ND and UD. Then the k-means clustering
is run on the three modified datasets. NMF has the highest
correct rate of 100%. The correct rates of ND and UD are
86% and 44%, respectively. This result show that NMF
data hiding scheme outperforms ND and UD when data
pattern maintenance is concerned. In terms of the accu-
racy of the data mining algorithm, noise additive methods
sometimes degrade learning results [29, 31].



4.2 Membership Hiding Using Scheme 1

In this experiment, Scheme 1 in Section 4.3.1 is evaluated
by hiding the membership of the50th subject. In the truth
as defined earlier, the membership of the50th subject isC3. A shift toC2 orC1 will hide its original membership.
An optimal solution with the minimum side effect can be
obtained through the NMF iterations. First, the subject is
designed to be shifted toC2. One optimalW for this case
is computed as:W � = 24 2:4284 1:5910 0:5626 02:0386 0:1599 2:1913 0:59400:6671 1:6579 0:2504 0:5813 35 :
The factor vector of the50th subject isH50 = � 1:8918 0:1394 0:1679 � :
After swapping its maximum and minimum factor ele-
ments by using Scheme 1, the new factor vector isbH50 = � 0:1394 1:8918 0:1679 � :
Leaving all the other factor vectors unchanged inbH , an
optimal modified versioneA is constructed as the product
of bH andW �. When the k-means clustering is run oneA,
the result is a clean shift of the50th subject fromC3 toC2 without any additional membership change in the rest
of subjects. That means the side effect is 0%. Therefore,
an optimal release dataset can be taken aseA� = bHW �.

Next, we will make a shift ofS50 toC1. An optimalW
generated from the NMF iterations and the corresponding
factor vector ofS50 are as follows:W �� = 24 1:4285 1:1208 0:2422 0:02101:6549 0 1:3761 0:15041:6739 1:2329 1:6303 0:8675 35 ;H50 = � 2:9082 0:4674 0:0392 � :
By using Scheme 1, we havebH50 = � 0:0392 0:4674 2:9082 � :
Accordingly, eA� = bHW �� is an optimal solution for a
shift of the 50th subject fromC3 to C1. This solution
does not bring any other redundant shift so that the rest

of the subjects remain in their original groups. The side
effect is 0%.

We also conduct experiments on shifting subjects fromC2 to C1 or C3 and fromC1 to C2 or C3. For the80th
subject, one optimalW and the distorted80th factor vec-
tor for the shift fromC2 toC1 areW � = 24 2:7044 0 1:7202 01:3825 0:6344 1:4931 0:62601:1411 0:9137 0:1900 0:0175 35 ;bH80 = � 1:8403 1:4754 0:5700 � :
For the shift ofS80 from C2 to C3, one optimal solution
is W � = 24 0:0284 3:2999 0 0:95291:6979 0:9374 0:4465 01:0185 0 1:9840 0:8098 35 ;bH80 = � 2:6486 0:0360 1:1725 � :

For the130th subject, one optimal solution for the shift
fromC1 toC2 isW � = 24 2:0319 0:7374 0:8519 00:8570 1:0289 0 0:06190:1169 0 3:4679 2:1375 35 ;bH130 = � 0:4487 3:3424 0:8188 � :
For the shift ofS130 fromC1 toC3, we haveW � = 24 0:1830 5:2784 0 0:83780:9032 0 3:1744 1:44572:6576 1:1713 0:7117 0 35 ;bH130 = � 2:2949 1:2681 0:0492 � :

These experimental results show that by using the it-
eration procedure described in Algorithm 2 in Figure 4,
an random optimal solution without any side effect can
be computed for membership hidings in IRIS. It demon-
strates that Scheme 1 is an effective way to hide confiden-
tial memberships. We note that an optimal solution is not
unique.



4.3 Relationship Change Using Scheme 2

Given a user-specified pair with the confidential relation-
ship,(x; y) in IRIS, using Scheme 2 to changexRy, the
problem is	 : (IRIS; (x; y); S
heme 2) ! eA�, whereeA� is an optimal solution without any side effect.

Test 1: 	 : (IRIS; (50; 80); S
heme 2) ! eA�. 50R80 is
false in the truth clustering of IRIS. We need to find aneA�
to change the relationship to true. Scheme 2 is carried out
to produce an optimal factorization where the basis matrix
is W � = 24 0:1261 3:3805 0 0:85571:7367 0:9309 0:4587 01:4324 0 2:8763 1:1859 35 :
The corresponding factor vectors areH50 = � 0:1948 2:8354 0:0336 � ;H80 = � 0:0496 2:6134 0:8012 � :
We may notice that the second elements of both vectors
have the largest values, and they should be in the same
cluster as the NMF-based clustering rule suggests. The
truth here is that they are in the different clusters. Since
our aim is to change their relationship, it does not matter
how the NMF-based clustering rule suggests, as long as
we can negate their existing relationship. Then according
to H50 andH80, we modifyH80 by Scheme 2 to get a
new factor vectorbH80 = � 2:6134 0:0496 0:8012 � :
Running the k-means clustering oneA� = bHW �, 50R80
is changed to TRUE as the membership of the80th subject
is shifted fromC2 toC3.
Test 2: 	 : (IRIS; (50; 30); S
heme 2) ! eA�. 50R30 is
true in the truth clustering of IRIS. We need to find aneA�
to change the relationship to false. The basis matrix in an
optimal factorization isW � = 24 0 1:2589 0:9849 1:24930:5481 0 0:7449 0:22941:1574 0:8411 0:1990 0 35 :
The corresponding factor vectors areH50 = � 0 0:8505 3:9160 � ;

H30 = � 0:0650 1:0059 3:6315 � :
We then modifyH30 by Scheme 2 to get a new factor
vector bH30 = � 3:6315 1:0059 0:0650 � :
Running the k-means clustering oneA� = bHW �, 50R30
is changed to false as the membership of the30th subject
is shifted fromC3 toC2.

Test 3: 	 : (IRIS; (50; 30); (80; 130); S
heme 2) !eA�. In this experiment, two confidential relationships
are specified as50R30 and80R130. 50R30 is true and80R130 is false in the truth clustering of IRIS. AneA�
is required to negate these two relationships. Compared
to the previous two experiments, the number of iterations
increases. After 16 iterations, an optimal factorization is
found asW � = 24 0:2297 1:1217 1:7552 1:52721:3011 0:9201 0:2528 02:5082 0:7222 2:0846 0:5569 35 :H30 andH130 are modified based on Scheme 2. The mod-
ified factor vectors arebH30 = � 3:0946 0:0978 0:2770 � ;bH130 = � 0:2837 2:3770 0:9609 � :
Then the k-means clustering is run oneA� = bHW �,50R30 is changed to false as the membership of the30th
subject is shifted fromC3 to C2. 80R130 is changed
to true as the membership of the130th subject is shifted
from C1 to C2. The solution is not unique, however, the
following solution is generated after 77 iterations:W � = 24 1:2481 1:5489 1:6029 1:17032:1535 0:2067 2:1337 0:51701:6640 1:1971 0:3128 0 35 :

The above three experiments indicate the viability of
Scheme 2 in changing subject relationships. Similar to
the membership hiding, in our experiments, an optimal
solution has always been obtainable with zero side effect.



4.4 Relationship Change Using Scheme 3

In this section, the experiments are to examine the effec-
tiveness of Scheme 3 on solving the problem defined as	 : (IRIS; (x; y); S
heme 3) ! eA�, where eA� is an op-
timal solution without any side effect. In order to make
a comparison with Scheme 2, the three experiments are
executed under the same conditions as in Section 4.3.

Test 1: 	 : (IRIS; (50; 80); S
heme 3) ! eA�. Scheme
3 is carried out to distort the factor vector ofH80. An
optimal solution is generated after 6 iterations, where the80th subject is moved fromC2 toC3 and50R80 becomes
true in the clustering result on the distorted dataset.W � = 24 2:9125 2:3836 0:3245 00:9380 0:1511 0:7462 0:12200 3:5909 1:5772 2:7915 35 :
The two corresponding factor vectors areH50 = � 1:2916 1:3134 0:0083 � ;H80 = � 0:6076 4:1582 0:1534 � :
The distortedH80 by Scheme 3 isbH80 = � 0:6076 0:0083 1:3134 � :
Test 2: 	 : (IRIS; (50; 30); S
heme 3) ! eA�. One eA�
is found. By running the k-means clustering oneA� =bHW �, the membership of the30th subject is shifted fromC3 toC1. 50R30 is changed to FALSE. The basis matrix
in the solution isW � = 24 1:3317 0:6553 0:3877 00:5512 1:4534 0 0:22781:0108 0:0979 1:9947 0:8511 35 :
The two factor vectors areH50 = � 3:4230 0:7278 0:0373 � ;H30 = � 3:1115 0:7687 0:1648 � :
We distortH30 by Scheme 3 asbH30 = � 0:0373 0:7687 3:4230 � :

Test 3: 	 : (IRIS; (50; 30); (80; 130); S
heme 3) ! eA�.
After just 2 iterations, an optimal factorization is pro-
duced asW � = 24 1:0557 0 2:0637 0:84390:0048 2:5042 0 0:76971:5353 0:8594 0:4032 0 35 :
The related factor vectors areH30 = � 0:1599 0:2412 2:9743 � ;H50 = � 0:0480 0:2108 3:2206 � ;H80 = � 1:1291 0:0318 2:9315 � ;H130 = � 2:1085 0:0393 3:2880 � :H30 andH130 are modified based on Scheme 3. The mod-
ified factor vectors arebH30 = � 3:2206 0:2412 0:0480 � ;bH130 = � 2:1085 2:9315 0:0318 � :
The k-means clustering is run oneA� = bHW �, 50R30 is
changed to false as the membership of the30th subject is
shifted fromC3 to C2. 80R130 is changed to true as the
membership of the130th subject is shifted fromC1 toC2.

Through these three experiments, we show that Scheme
3 can change specified relationships as Scheme 2 does. By
setting a stopping condition with which the side effect is
zero, an optimal solution can be computed and it is not
unique. We note that multiple relationship hiding does
not necessarily take more time than the single relationship
hiding.

5 Related Work

Statistical disclosure control (SDC) is one of the earliest
field in data privacy preservation. The problem of pro-
tecting sensitive information in a database while allowing
statistical queries has been studied extensively since the
late 1970’s [1, 24]. Early in 1989, Adam and Wortmann
[1] conducted a comprehensive survey on security-control
methods for SDC. The methods are classified under four
general approaches: conceptual, query restriction, data
perturbation, and output perturbation. The survey intro-
duced probability-distribution perturbation and fixed-data



perturbation approaches. For the fixed-data perturbation
approach, the year of 1984 saw Traubet al. [25] devel-
oped an additive-perturbation method for numerical at-
tributes by adding or multiplying a random variable to
a true value. It might be the first randomization scheme
in privacy protection. With the same idea as probability-
distribution method [1], several reconstruction-based or
randomization-based methods by adding some noise to
the original data have been widely used for privacy pro-
tection [9, 20]. The simplest version is noise-additive ap-
proach [2, 10, 14]. The approach is intuitive and easy to
understand, however, researchers have recently identified
privacy breaches as one of its major problems [14, 34].
A filtering method is proposed based on random matrix
theory to reconstruct private data from the randomized
dataset [13]. It shows that randomization preserves lit-
tle privacy in many cases. Two other data reconstruction
methods, Principal component analysis-based and Bayes
estimate-based, are proposed in [10] to restore original
data from disturbed data. It is suggested that the amount
of private information that can be disclosed is related
to data correlation, and the more the correlation of the
noises resembles that of the original data, the better pri-
vacy preservation can be achieved [10].

The later comer in data perturbation category is random
projection approach, most of which are multiplicative per-
turbation in the context of computing inner product ma-
trix [18, 19]. These methods are based on the Johnson
Lindenstrauss lemma [11], which places bounds on Eu-
clidean distance distortion due to any dimensionality re-
duction transform.

The more recent approach is based on the data matrix-
decomposition strategies [33]. The use of singular value
decomposition (SVD) technique for data distortion is pro-
posed in [31]. In [28], SVD is used to distort selected
portions of the datasets, and sparsification techniques by
removing small size entries in the approximates furthers
data distortion level. NMF is proposed to distort sensitive
datasets and enables accurate classification on distorted
datasets [29].

Besides these methods based on distorting the original
data values, Cliftonet al. suggest another class of ap-
proaches to modify data mining algorithms so that they
allow data mining operations on distributed datasets with-
out knowing the exact values of the data or without direct
accessing the original data [6].

For association rule hiding, two approaches based on
heuristic modification are adopted to prevent association
rules from being generated [8]. One is to hide the frequent
sets from which rules are derived. The second is to re-
duce their importance by setting their confidence below a
user-specified threshold. Verykioset al. [27] present five
algorithms to hide sensitive association rules by insertion
or removal of records. Three of them belong to the first
approach that decreases either the confidence or the sup-
port of a set of sensitive rules until the rules are hidden.
The other two use the second approach to decrease the
support of a set of large itemsets until it is below a user-
specified threshold so that no rule can be derived from the
selected itemsets. However, the approaches make a strong
assumption of no overlapping, i.e., all the items in a sen-
sitive rule do not appear in any other sensitive rule. Some
undesirable side effects cannot be avoided, such as lost
rules (nonsensitive rules falsely hidden) and ghost rules
(spurious rules falsely generated). In order to limit side
effects, Wuet al. [30] propose heuristic methods for in-
creasing the number of hidden sensitive rules and reduc-
ing the number of modified entries. Atallahet al. [5] use
an itemset graph to hide sensitive itemsets referred to as
data sanitization.

For classification rule hiding, a reconstruction-based
framework for categorical datasets is proposed by
Natwichaiet al. [21, 22]. After extracting sensitive rules,
a new decision tree is built on nonsensitive subset of rules.
A new dataset is generated from the decision tree. The au-
thors claim that even though the difference in representa-
tion between the new and original datasets can be found,
the approach can maintain high level data usability.

Nonnegative matrix factorization (NMF) is popular for
approximating nonnegative data in a parts-based context.
NMF is from positive matrix factorization (PMF) devel-
oped by Juvelaet al., and later becomes popular in the
computational science community [12]. Interest in NMF
increased when a fast algorithm, based on iterative update,
was developed by Lee and Seung [16], particularly as they
were able to show that it produced intuitively reasonable
factorizations for a face recognition problem. NMF fa-
cilitates the analysis and classification of data. They also
found NMF to be a useful tool in text data mining [15].
NMF has recently been shown to be a very useful tech-
nique in approximating high dimensional data with non-
negative components. Xuet al. [32] demonstrated that



NMF-based indexing outperforms traditional vector space
approaches to information retrieval such as latent seman-
tic indexing for document clustering on a few benchmark
test collections.

6 Conclusion

In this paper, we present a novel technique to achieve
simultaneous realization of data hiding and pattern hid-
ing. One scheme is proposed to achieve basic data dis-
tortion by way of nonnegative matrix factorization. Three
schemes are designed to slightly modify the related fac-
tors based on a modified dataset generated from NMF.
The attractive advantage of the proposed technique is that
a single modified version satisfies both of the two contra-
dictory goals. On one hand, matrix factorization provides
a good approximation of the original datasets. That sup-
ports our technique for distortion on the data values and
comparable mining accuracy. On the other hand, taking
advantage of an underlying correlation of the factor vec-
tors with cluster properties in the unsupervised learning,
our technique is capable of hiding confidential patterns
while keeping intact nonconfidential patterns. Practically,
the merit of our technique is derived from the fact that
one released data version can provide dual protection on
general data and specified patterns. The strength and effi-
ciency of privacy protection is enhanced. Empirical evalu-
ation on the IRIS dataset indicates that our technique is an
attractive solution to a combined hiding of data values and
patterns. In particular, an optimal solution without any
undesirable side effect can be easily computed as far as
some particular constraints are imposed on the NMF iter-
ations. Our preliminary results show the promising signif-
icance of NMF on privacy preserving data mining. More
experiments are needed to test the robustness and scala-
bility of this technique on other datasets of larger size. In
addition, extension of our approach to supervised learning
is warranted.
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Algorithm 1. Data Hiding Scheme

INPUT: a dataset A, the number of classesk
OUTPUT: a modified version eA, two factor

matrices: H and W
1. NonNeg = 1

2. For each entry of A, A(i; j), do

3. If A(i; j) < 0, then NonNeg = 0;

4. If NonNeg == 0

5. do nonnegativity normalization on A
6. Compute H and W
7. Calculate eA = HW

Figure 1: Data hiding scheme.
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Figure 2: Distributions of a 2D synthetic dataset with 3
classes and its modified version from NMF are in the upper
two subfigures. The bottom two subfigures are distributions
of modified data using the two noise-additive methods.

Algorithm 2. Single Membership Hiding
INPUT: a dataset S with its vector space

model A, cluster truth C, the index x of

the confidential subject, the old member-

ship of Sx, the new membership of Sx.
OUTPUT: a modified version eA, two factor

matrices: H and W, one distorted version

of H (denoted by bH)

BEGIN
1.Set Label = the old membership of Sx
2.DO iteration WHILE (Label != the new mem-

bership of Sx)||sideEffe
t! = 0)
3. use Algorithm 1 to generate H and W.

4. modify the factor vector Hx of Sx by

Scheme 1 to produce bH
5. compute a modified version of eA = bH �W
6. do learning process on eA to get new

class labels

7. Label the new class label of Sx
8. check other subjects’ membership

shifts.

9. update sideEffe
t
10.END

END

Figure 4: Single membership hiding scheme.



Algorithm 3. Single-pair Relationship Changing
INPUT: a dataset S with its vector space

model A, cluster truth C, a pair (x; y) with

a confidential relationship: xRy
OUTPUT: a modified version eA, two factor

matrices: H and W, one distorted version

of H (denoted by bH)

BEGIN
1.Set pairTruth = xRy
2.Set pairNOT = xRy
3.DO iteration WHILE (pairNOT == pairTruth
|| sideEffe
t! = 0)
4. use Algorithm 1 to generate H and W.

5. modify the factor vectors: Hx or Hy by

Scheme 2 or Scheme 3 to produce bH
6. compute a modified version of eA = bH �W
7. do learning process on eA to get new

class labels

8. pairNOT  (xRy)new
9. check other subjects’ membership

shifts.

10. update sideEffe
t
11.END

END

Figure 5: Single-pair relationship change scheme.
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(a) Cluster distribution of IRIS.
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(b) K-means clustering on IRIS.

Figure 6: IRIS dataset and cluster distribution.


